
 -1 - 

Incident Response Requirements for Distributed 
Security Information Management Systems 

Sarandis Mitropoulos, Dimitrios Patsos, Christos Douligeris 

Department of Informatics, University of Piraeus, 80 Karaoli and Dimitriou Street,  
Piraeus 185 34, Greece. 

 
sarandis@students.unipi.gr, dpat@space.gr, cdoulig@unipi.gr 

 

 
Keywords Incident Response, Security Information Management Systems, 

Event-Correlation, Management Policies 

 
Abstract Recent technological advances have provided a set of tools that pro-

tect, identify and mitigate the effects of a security incident. On the other hand, 

modern attacks have evolved to a blended nature, comprising of several parts 

that cannot be easily identified by single-purpose security systems. Security In-

formation Management (SIM) systems provide a unified distributed platform 

for efficiently managing a corporate environment’s security needs. This paper 

briefly explores the nature of SIM systems while proposing specific Incident Re-

sponse requirements that could be incorporated in them in order to efficiently 

and effectively detect and handle a security incident. A Role-Based Access Con-

trol approach for a corporate Incident Response Capability with the use of a 

SIM is proposed as well as various mechanisms that could be imposed by ap-

propriate adaptive policies for enhancing the security services provided by a 

SIM. 

1   Introduction 

The complexity of an Incident Response Capability within a corporate envi-
ronment dictates the need for adaptive security policies, since every security 
incident has to be treated differently according to a variety of factors that rule 
their significance, magnitude and side effects. So far, such policies have been 
formulated manually and have been applied with the assistance of first-
generation security devices (also called single-purpose security devices), 
where critical decisions always required the human involvement. With the 
launch of next-generation security management tools, like Security Informa-
tion Management systems (SIMs), it seems that one can automatically adjust 
response actions to a variety of security incidents.  

 
Currently, SIMs are providing a unified platform for integrated security 

management. Nevertheless, the automated responses to security incidents 
could be further improved, therefore increasing the overall enforcement of an 
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enterprise-wide security policy. The primary concern of this paper is to ad-
vance the way SIMs are evolving, taking under consideration that SIMs are an 
emerging technology.  

 
More specifically, in this paper, we explore and describe the basic services 

provided by a SIM (like monitoring, event/data correlation and root-cause 
analysis) and we propose the basic characteristics that should be incorporated 
in order to assist for automated responses, like policy visualization, adminis-
trative role-based access control, system intelligence to enable automated 
policy management as well as data mining elements for inspection, evaluation 
and enhancements of Incident Response policies. We continue by proposing 
mechanisms that guarantee the freshness and accuracy (“liveness”) of state 
information that SIMs provide in order to launch solid response alarms and 
actions for a specific incident or a series of incidents. This is very important 
since network security devices handle volatile and perhaps falsified data, or 
data that describe a state that has changed while the original state descriptive 
data are being delivered to the SIM. We later propose a Role Based Access 
Control administrative model (ARBAC) based on a corporate model for Inci-
dent Response. Finally, we examine basic forensic and trace-back concepts 
that should be integrated into SIMs in order to provide the big-picture of the 
Incident Response puzzle. 

2. The Problem Space 

During the last decade there have been tremendous advances in informa-
tion security technologies that now form a necessary part of every modern IT 
environment. Firewalls (FWs) are perhaps the most celebrated ones, followed 
by Intrusion Detection Systems (IDSs), Content Filtering (CF) technologies 
and dozens of others. The purpose of these systems is either to protect the 
corporate assets or detect the presence of a security incident, while providing 
limited response actions.  

 
Incident Response (IR), on the other hand, is the process that intends to 

minimize the damage from security incidents and malfunctions that inevita-
bly occur in a corporate environment, and monitors and learns from such 
incidents (BSI, 1999). Incident Response has been always treated as an impor-
tant aspect of every corporate Information Security Policy, but there has been 
little progress in developing a solution or a standard that could automatically 
handle every security incident.  

 
The obvious reason is that, unlike single-purpose security products (like 

FWs that enforce access control policies at the network perimeter, IDSs that 
perform pattern recognition of known attacks and inform the system adminis-
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trators or Antivirus Software (AV) that checks every file against a database of 
signatures) a unified solution would require the processing power, intelli-
gence, storage requirements etc. of nearly all current and –probably- future 
security systems. More than this, these systems lack the capability of enforcing 
adaptive security policies, in the sense that they cannot easily communicate 
with other security systems, decide and automatically coordinate the appro-
priate response actions. 

 
Apart from that, it is still at question how a single-purpose security device 

should handle a blended attack. Blended attacks contain two or more attacks 
merged together to produce a more potent attack (Hansman, 2003). For ex-
ample, a traditional firewall cannot detect the presence of a virus in a network 
connection but can hopefully log this –like any other- connection. On the other 
hand, a traditional host IDS or AV solution that could detect the virus payload 
cannot tell where this connection really originates from, but can also produce 
a detailed security log for this virus. In order to respond to this incident, an 
intelligent platform should correlate these two security logs and alert the sys-
tem administrators. Keeping similar analogies, the problem is vital for com-
plex corporate environments, where security events are related to complex 
systems and platforms. Like information is data in context, security events are 
security logs in context (of a given environment), and security incidents are 
security events in context (of certain correlation conditions). 

 
One of the most recent advances, in the context of Information Security 

Management, are the so-called Security Information Management systems 
(SIMs) that, under certain conditions, could provide the tactical solution to the 
automated Incident Response issue. SIMs were originally developed to 
counter the log-correlation issue but provide some interesting features like 
policy compliance checking, security policy visualization, forensic information 
etc. that are briefly explained in the following sections and could be used in 
enforcing an IR policy within an organization.  

 
Our aim is to highlight the Incident Response policy requirements that a 

SIM should provide, serving as a single point of response coordination. 

3 SIM features  

A Security Information Management system provides six fundamental 
functions regarding security-related information, as depicted in Figure 1, that 
are briefly explained in the following sections. 
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3.1   Audit Log Collection 

The overall benefit of SIMs is based on their ability to read and consolidate 
audit logs, thus understanding security-related information. In modern corpo-
rate environments, security-related information comes from various sources: 
platforms (e.g. Windows, UNIX/Linux, proprietary operating systems etc.), 
systems (e.g. servers, desktops, PDAs, Laptops, etc.), applications (ERP, Data-
base, CRM, Groupware, Mail, custom, etc.), security systems (e.g. FWs, IDSs, 
AV, Vulnerability Scanners, etc), as well as, miscellaneous other sources (e.g. 
networks). Moreover, information regarding a security incident can be found 
in log files lying in completely different systems. For example, information 
regarding a worm could be possibly logged by the gateway (or the desktop) 
AV system, the Operating System and, possibly, the IDSs or the FW as men-
tioned before. The first fundamental design concept of a SIM is that it should 
facilitate security log collection from heterogeneous sources and facilitate 
security knowledge.  Finally, different systems log the same security incident 
differently. For example, a Windows Web Server log file might contain an 
HTTP connection message. The same information comes from the firewall as 
“successful connection to TCP port 80”.  

3.2   Normalization 

By default, most systems are not configured to produce any security logs. 
Even if the case is that all systems were configured to log specific information, 
the issue is how to extract the potential security information since there is no 
globally accepted standard for security logging.  

 
Figure 1– SIM system features 
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For example, UNIX/Linux systems mainly use the syslog technology, Win-
dows systems use the .evt format, network devices use the SNMP technology 
to send and receive traps, while many applications use text or proprietary 
binary formats to log security information. Therefore, the second fundamental 
design concept of a SIM is that it should be able to normalize the various for-
mats and sizes of log information collected. Typically, the form of a normal-
ized security log is a n x 1 matrix, having the abstract format of figure 2:  

 

system 
Event 
type 

Src 
IP 

Dst 
IP 

Prt 
Num 

Error 
Code 

Comments 

 
Figure 2 – Abstract format of a normalized security log. 

 
However, we have to state that there are currently some important interna-

tional standardization efforts regarding security logs like CIDF (Feiertag, et.al,  
1999), IETF IDMEF (Debar, et. al, 2005) and IODEF (Arvidsson, et. al, 2005). 
Their explanation is beyond the scope of this paper. 

3.3   Aggregation  

After security logs have been collected and normalized, the third funda-
mental design concept of a SIM is their ability to aggregate different event 
streams. For example, if an attacker uses an automated tool to break into a 
system account, a system would produce dozens of log entries, one for every 
attempt. This result is redundant and, most of the time, useless information, 
which is often treated as “noise”. According to a survey conducted by Aber-
deen Group (Aberdeen Group, 2003), nearly 75% of IDSs information and 
approximately 95% of the desktop information are irrelevant security noise, as 
depicted in Figure 3. 

3.4   Correlation  

The fourth fundamental design principle of a SIM that is closely related 
with IR policies is their ability to correlate events coming from various sources 
and therefore provide information about incidents, not merely about signs of 
attacks. For example, a network attack (like an intrusion attempt) can be con-
currently logged in multiple systems like firewalls, proxy servers, IDSs but 
certain alerts about an attack cannot be triggered unless this information is 
correlated and certain thresholds are reached.  

 
In security, “event correlation” can be defined as improving the threat iden-

tification and assessment process by looking not only at individual events, but 
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also at their sets, bound by some common parameter (“related”) (Chuvakin, 
2004). 

3.5  Visualization and Reporting 

The fifth fundamental design principle of modern SIM systems is their abil-
ity to provide a graphical representation of a security incident. For example, if 
an incident is targeting a specific system the SIM can provide a graphical map 
of the affected topology while providing side-information regarding this spe-
cific system or, in some cases, the complete path from the entry point to the 
target system. Furthermore, it has to provide clear reports about an incident in 
a chronological and time-consistent form and, in some cases, important foren-
sic information (as described in section 4.7). 

 

 
 

Figure 3– Typical steady-state security signal-to-noise ratios  
(Aberdeen Group, 2003) 

3.6   Archival 

Finally, the sixth fundamental design principle of a SIM is their archiving 
capability. Considering that it primarily acts as an audit log collection storage 
area, a SIM must provide a large enough database to store raw audit data 
while on the other hand it has to maintain an archive of past incidents, there-
fore facilitating various policy compliance issues. 
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4      Incident Response Requirements 

An IR Policy usually comprises of six different phases (NIST, 2004), (Mitro-
poulos, 2006):  

 
� Preparation Phase, where all the necessary preventive and detective 

countermeasures are configured according to what the IR policy 
states.  

� Identification Phase, where various pieces of information regarding an 
incident are collected and the incident is categorized according to cer-
tain conditions.  

� Containment Phase, where short-term solutions are applied according 
to the incident’s magnitude and severity. 

� Eradication Phase, where mid-term and long-term actions are taken in 
order to prevent the incident’s recurrence.  

� Recovery Phase, where the incident is completely eliminated from the 
affected systems that are possibly configured from scratch.  

� Follow-Up Phase, where the actions taken against a specific incident 
are documented and archived, while the IR Policy is refined.  

 
The Identification Phase is the most mission-critical phase since this is 

when an incident is assessed and categorized where all the other following 
phases and actions taken are primarily based on this decision. This is where 
the SIM features can provide useful information in order to reach useful con-
clusions before taking any actions against a specific security incident. In the 
following sections we provide the most important requirements that should 
be incorporated in SIMs, in the context of Incident Response. 

4.1. Open architectures and Integration with the Core Infrastructure  

A fundamental design concept for next generation SIMs is their open archi-
tecture. Currently, most commercial products fall into one of the following 
main categories: open-source, vendor specific and vendor-independent.  

 
Open source SIMs provide a global open platform while leaving the open-

source community to develop software agents to support vendor specific de-
vices (like routers, switches, firewalls, antivirus engines etc.). On the other 
hand, vendor-specific SIMs support their full range of products using proprie-
tary methods for information exchange and often little support for global sys-
tem requirements (e.g. a vendor can produce Firewalls & IDSs but no Anti-
virus Software). On the other hand, there is limited or no support for third-
party or competitor products. Finally, vendor-independent products seem to 
provide full support for a wide range of products of various vendors but they 
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cost a significant amount of money (since a lot of R&D is involved in the proc-
ess of development) and they follow a rather ‘closed’ architecture, so it is not 
easy for custom agents to be developed and incorporated into the SIM.  

 
Apart from the main developing technology, support of a standardized se-

curity event format is also essential for enforcing an automated Incident Re-
sponse policy. Most of the times, security incidents are spread within seconds 
so it is crucial for a SIM to collect, normalize, aggregate and correlate security 
events in real time so as to reach conclusions regarding the scope, magnitude 
and severity of a security incident to trigger containment and eradication ac-
tions (manually or automatically). Furthermore, when security information 
has to be exchanged between an organization and an analysis centre or a 
third-party Computer Security Incident Response Team (CSIRT), this must be 
done in a unified and standardized format to avoid misinterpretation of sensi-
tive security data.  

 
According to the escalation level a security incident has, appropriate re-

sponse actions are triggered (Mitropoulos, 2006). This classification is based 
upon the correlation of various pieces of security information, which can be 
found in completely different systems. It is therefore of major importance that 
the correlation engine is accurate, facilitating trusted databases of signatures 
or patterns of attacks, so that appropriate response and remedy actions are 
taken.  

4.2. Integration with Vulnerability Assessment Tools 

Vulnerability assessment is the process of discovering potential weaknesses 
in a given infrastructure. Vulnerabilities are categorized in various categories 
with a variety of classification methods. Formally, there are many vulnerabil-
ity lists that entitle and describe vulnerabilities. Perhaps, the most celebrated 
are the Computer Emergency Response Team’s CERT advisories at Carnegie 
Melon Software Engineering Institute, the Mitre’s Common Vulnerability 
Enumeration program, the Symantec’s Bugtraq, the Nessus’ vulnerability list 
and others. In this context, it is important for a SIM to be able to be integrated 
with one –or more than one- vulnerability list in order to gain important in-
formation for the response action. Apparently, by integrating vulnerability 
lists and by understanding IDS information, a SIM could possibly estimate 
real incidents and reduce false alarms. This is actually true, since many of the 
false positives associated with an IDS can be mitigated by considering only 
the vulnerabilities of a –given- protected network. This level of information 
could result in a higher level of confidence that a system is under immediate 
threat and decide for appropriate response actions (Gula, 2005).  
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4.3. Knowledge base  

Modern attacks usually carry out a combination of known attack tactics, 
known as blended attacks. For example, Nimda worm was initially exploiting 
a flaw in email clients without requiring the user to open the file attached 
(CERT, 2001). The payload infected immediately file shares and Web Servers. 
Nimda then exploited vulnerabilities in web browsers to spread to other client 
machines. In blended threats, the sequence of events can happen in any order, 
mostly depending on the vulnerabilities exploited. A detailed description of 
blended attacks, vulnerabilities and buffer overflow techniques in computer 
viruses can be found in (Chien, 2002). In this context, a blended threat can 
trigger a number of different events logged by different systems and corre-
lated by the SIM. When this is the case, different patterns would be detected 
by the IDSs, the Firewall(s) or the Antivirus System and different individual 
actions would be taken.  

 
The issue of correlating security information into security incidents requires 

intelligence that may not be available in security logs or network traffic data. 
SIM systems should incorporate or provide a knowledge base that includes 
information about attack signatures and heuristics as well as statistical rela-
tionships between attacks. Relationships between security event alerts and 
event interpretation are basically described by the so-called Production Rules, 
a superset of attack signatures.  

A sample Production Rule is described in the following pseudo-code piece 
to describe an unauthorized change in a Web site (Sullivan, 2005): 

 
http_Unauth_change rule:  

IF there is an HTTP event in the IDS AND  

the http_user is not a “Trusted_Admin” AND  

the http_command is “http_put” AND  

the http_reply is “success”  

then  

issue the alert— http_unauth_change_attack  

ENDIF  

  
A formal description of an attack specification language that describes at-

tacks can be found at (Krugel, 2001). Production rules can also be used during 
the aggregation function. For the above simplified paradigm, three different 
security events were aggregated to one incident and an appropriate response 
action was initiated by the corresponding alert issued. Moreover, a produc-
tion rule can detect and initiate responses to anomalous events while they can 
be added to the knowledge base without requiring changes to the existing 
production rules.  
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However, we must consider important factors like rule timeout (how long 
the rule will be in a certain state), transition (when a certain rule is changed) 
and action (what is the actual response) (Chuvakin, 2004). 

4.4. Information Freshness and Liveness  

Two very important aspects when correlating security incidents or provid-
ing information regarding a security incident are the properties of “freshness” 
and “liveness”. When a SIM is correlating security logs from various sources 
and provides state information regarding an incident, it also has to provide 
some form of assurance that this information is on one hand “fresh” (i.e. in-
formation origin and integrity are checked) and on the other hand “live” (i.e. 
there has been no modification to this state ever since it was produced by the 
SIM).  

 
Freshness mechanisms require the use of globally synchronized clocks 

within the boundaries of a corporate IT environment. This requires that the 
whole infrastructure either has reliable access to an accurate time source (e.g. 
national radio broadcast time) or the NTP protocol is used for all systems 
(IETF, 1992), or -at regular time intervals- an authentication protocol not 
based on physical time-stamps is used (e.g. use of logical time stamps or 
numbers used once – nonces).  

 
Logical time-stamping mechanisms imply that every pair of communicat-

ing entities (e.g. a log source and the SIM engine) store a pair of sequence 
numbers used only in communications between that pair. An example logical 
time-stamping mechanism is described in the following.  

 
Assuming that the SIM engine and an event source are the communicating 

parties A and B respectively, both A and B have to maintain two counters: 
NAB and NBA. Every time A sends B a message, the value of NAB is included 
and NAB is incremented. Every time A receives a message from B, then the 
sequence number put in the message by B (N say) is compared with NBA:  

 
� If N > NBA then the message is accepted as “fresh” and NBA is reset to 

equal N.  
� If N ≤ NBA then the message is rejected.  

 
On the other hand, a nonce-based protocol requires that when A sends B a 

nonce as a challenge B includes the nonce in the response to A. Because the 
nonce has never been used before, A can verify the freshness of B’s response 
(given message integrity is protected by some cryptographic functions). An 
example simplified nonce and integrity mechanism is described in the follow-
ing:  
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� B -> A: M1 = RB || Data1  
� A -> B: M2 = Data3 || ƒ KAB (RB || B || Data2),  

 
where RB is a random number sent by B to A, Data1, Data2 and Data3 are 

data strings exchanged between A and B, ƒ KAB is a cryptographic check value 
using a symmetric cryptographic key KAB. In the previous mechanism B’s 
identity is included in the message sent from A to B so that B can be sure that 
the message is intended for it.  

4.5. Handling of encrypted traffic  

In most corporate environments, cryptographically protected communica-
tions are a commodity. Common applications of that kind include remote 
systems management and encrypted peer communications that are mostly 
using conventional cryptographic mechanisms as well as e-commerce applica-
tions that are mostly based on asymmetric cryptographic mechanisms. By 
default, security systems are not able to examine encrypted traffic unless this 
traffic is decrypted at the endpoint. For example, if a corporate site serves a 
web-based application using the SSL protocol, then all traffic is directly 
passed through the firewall and network-based IDSs and the data stream is 
decrypted only at the endpoint. If a data stream carries a malicious payload, 
and the endpoint is not appropriately protected then the attack will be suc-
cessful and not detected (and neither logged in some cases).  

 
In modern security systems, encrypted traffic is handled either by some 

special security products that perform SSL off-loading functions or form an 
integral part of high-end firewalls or Intrusion Prevention Systems. Whatever 
the case, a SIM has to be aware of encrypted communications through detect-
ing and logging specific information.  

4.6. Role-based access control administration & support  

When an Incident Response Policy is implemented within an organization 
many different corporate and external parties (known as Incident Response 
Contacts) have to participate, each one serving different roles and having 
different responsibilities. An abstract Incident Response management frame-
work was proposed in (Mitropoulos, 2006). Based on this framework and 
following the NIST proposed standard for Role Based Access Control (RBAC), 
we propose the most important corporate roles in an attempt to define RBAC 
functions that have to be, in turn, supported by a SIM (Ferraiolo, 2001). We 
define public information as the pieces of information regarding an incident 
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that can be handed to third-parties for further analysis. We define as private 
the information that must be scrutinized before handed to third-parties.  

 
� Users (U): the corporate users are obliged to report every security in-

cident through a management channel. In our case, the SIM serves 
this purpose. In other words, Users have only “append” (blind write) 
access rights of private and public information to the SIM through 
specific channels (e.g. the corporate users).  

� Managers (M): the managers, according to their scope, must have “read 
only” access to the SIM. The Incident Response Capability Leader 
should have fully privileged read permissions both to private and 
public information in order to complete the security picture of an in-
cident (e.g. the Incident Response Capability Leader, Senior Man-
agement, etc.)  

� Administrators (A): the administrators should have both “read” and 
“write” access to private and public information of the SIM (i.e. sys-
tems and network administrators, members of the CSIRT etc.).  

� Support Staff (SS): other people with “read” access limited to private 
information (e.g. human resources, help desk, etc.)  

� Information Dissemination Executives (IDE): people that are authorized 
to disseminate information to third parties should have read access to 
public information (e.g. Corporate Investigations Group, Information 
Security Officer, Legal Advisor etc.).  

 
The ISO/ODP standard defines that a role is an “identifier for a behavior, 

which may appear as a parameter in a template for a composite object, and 
which is associated with one of the component objects of the composite ob-
ject”, while a behavior is a “collection of actions with a set of constraints on 
when they may occur” (ISO, 1995). In this context, a management policy 
should be used to define the obligations and authorizations for a given group 
of managers, as well as the behavior expected from managers assigned to a 
particular organizational position, or to a system management platform. Ac-
cording to Lupu (Lupu, 1997), a role is a set of policies applied to a group 
(domain) of managers, so-called position domain (PD). In turn, managers can 
be assigned to or removed from a role without redefining the role policies. 
Furthermore, roles should interact with each other and have obligations and 
authorizations towards each other. Thus, all the proposed roles can be defined 
as a set of obligations/authorizations (positive and negative permissions) 
towards each other and towards the SIM.  

 
Finally, all roles, in the context of Incident Response, must be mutually ex-

clusive in order to prevent unauthorized modification to sensitive forensic 
information kept by the SIM. In other words, each role corresponds to a sepa-
rate position domain (PD). An alternative solution using the ARBAC97 ad-
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ministrative model could also be used, however this is among our next re-
search steps (Sandhu, 1999).  

4.7. Exception Handling  

Incident Response is not a static process and is heavily dependent on the 
business needs of an organization. Based on this, what may consist abnormal 
activity for an organization may not be the case for another. Also, even within 
a security domain that is mandated by a formal security policy, there may be 
the need for exception handling (in order to avoid policy violation).  

 
As an example, the Computer Security Incident Response Team (CSIRT) of 

a Financial Institution should normally have privileged access to security or 
hacking sites (e.g. in order to be informed of virus outbreaks or attacking tar-
gets) that ordinary users are usually restricted from, so there may be the case 
that CSIRT are violating the user access policy (since they could be also “us-
ers” themselves).  

 
Apart from that, exceptions form an important aspect of Intrusion Preven-

tion Systems (IPSs) that perform behavioral analysis apart from single attack 
pattern recognition. Even if there is a successful intrusion to a corporate site, 
the IR policy may not require that this intrusion is stopped (e.g. by terminat-
ing the connection) since there may be the need to collect important informa-
tion regarding the attack source (e.g. through a trace-back mechanism) or 
gather electronic evidence to be later used as evidence during a forensics 
analysis.  

 
In terms of using a SIM to enforce an IR policy, exceptions have to be care-

fully managed either when collecting or correlating security events as well as 
when response actions are mandated from the SIM to the affected hosts (e.g. 
by the use of SNMP, CISL or STATL commands (Eckmann, 1999)).  

4.8. Forensics information and chain-of-custody  

Digital Forensics is the science dealing with the “preservation, identifica-
tion, documentation and interpretation of computer data” (Kruse, 2002). A 
vital element of every forensics analysis is the proper timeline of events as 
well as the handling or the response actions taken so that the analysis is pre-
served from accidental or malicious modification.  

 
In order to accomplish this, a SIM should preserve information tagged as 

“forensic information” in a secure area. Among, others, the most important 
security services that a SIM should provide to this area are:  



 -14 - 

  
� Identification and authentication - so that only the authorized users are 

granted access to this sensitive information, whereas their identity is 
verified. Use of strong authentication mechanisms like One-Time-
Password mechanisms (OTPs) or qualified signed certificates must be 
supported whereas all communication should be encrypted.  

� Access control and authorization – based on a role-based access control 
model (see section 4.5) so that users get only the permissions implied 
by the Incident Response Policy.  

� Accountability and Auditing - is needed to log all security relevant ac-
tions in order to make users accountable for their transactions. Audit 
trails are used to find patterns of abnormal use which are often a sign 
of (attempted) compromise.  

 
Finally, based on the RBAC policies described in Section 4.5 and the syn-

chronization techniques presented on Section 4.3, the SIM should automati-
cally provide the so-called “chain of custody” for a forensics analysis. The 
Chain-Of-Custody is usually requiring the following information for the af-
fected system and can be used as evidence to courts:  

  
� The Location (within the corporate premises) of the system.  
� The IP address, conventional name and any other logical informa-

tion regarding the affected system.  
� The names of the employees that could possibly have access to this 

room.  
� The location of the individual computer system on the room.  
� The state of the system (preferably a photograph of the system to 

displaying all the visible information at this time).  
� The serial numbers, models and makes of all the components of the 

system examined.  
� The peripherals attached to the system.  

4.9. Trace-back integration  

Apart from providing detailed information regarding a security incident, a 
SIM must be capable of tracing the source(s) of it, i.e. to perform trace-back 
functions, in order to reach to the actual attacker(s).  

 
The trace-back problem is to identify the actual IP addresses of hosts hn-

1,…, h1 given the actual IP address of host hn, when C = 
h1+h2+..+hi+hi+1+…+hn is the connection path between hosts hi (where i=1,..n). 
It is of major importance for a SIM to be able to integrate related trace-back 
mechanisms when situations require so. Since running in application level, a 
SIM could either incorporate IP marking techniques or ICMP trace-back that 
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operate in the network-level or either Application Level trace-back mecha-
nisms, such as the IDIP (Schnackenberg, 2002), (Feiertag, et. al, 1999). We refer 
the reader to (Mitropoulos, 2005) for a categorization of trace-back mecha-
nisms and to (Kuznetsov, 2005) for a performance evaluation of IP trace-back 
methods.  

 
 

 
 

Figure 4 – An integrated distributed SIM architecture 
 
In terms of Incident Response, a SIM provides the big picture of a security 

incident by providing visual information on global or selected topology maps. 
When integrated with appropriate trace-back mechanisms it should facilitate 
a connection tracing (e.g. by a “trace” command issued by the SIM on the 
topology map) beyond the boundaries of the corporate network and a com-
plete reconstruction of the attack path.  

4.10. Visualization Enhancements  

Modern SIMs offer a real-time monitoring of the security incidents as well 
as associated response actions or short description of the attacks in progress 
(or attacks remediated). An Incident Response policy, however, requires 
global knowledge of the underlying IT infrastructure, so it is of major impor-
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tance that a SIM console provides –at least- the following visualization en-
hancements:  

  
� Network and system topology maps.  
� Attack path (by importing trace-back information as described in 

Section 4.8).  
� Time-line of events (to fulfill the Forensic requirements described 

in 4.7).  
� Executive and technical briefings and reports based on:  

• Collecting and correlating the security events that form an in-
cident.  

• The forensic information provided.  
• The short/complete attack description according to the 

knowledge base and the vulnerability lists supported.  
� Access to the raw security logs as well as links to the correlated in-

formation.  
� A Selection menu for associated response actions to a security inci-

dent (e.g. stop a session, block a connection, reset a connection, 
trace an attack, record a session etc.) according to the formal de-
scription of the IR policy.  

 
Figure 4 presents an integrated distributed SIM architecture, including the 

corporate elements that participate in an Incident Response Policy in an at-
tempt to facilitate the automated response process as well as to assist in the 
global overview of any security incident.  The nature of a SIM system is by 
definition distributed due to the involvement of various wide-spread compo-
nents. 

4.11. Incident Response policy evaluation  

Finally, the importance of policy evaluation in terms of Incident Response 
is of major significance, since response actions to security incidents may re-
quire the adjustment or the refinement of the security policy.  

 
Use of a SIM significantly assists in this by reducing the number of false 

positive alerts (by correlating security information, therefore producing 
alarms only for actual events). A SIM is primarily based on the configuration 
of the existing security mechanisms installed in a corporate environment and 
is not itself another security mechanism, so the issue of false negatives still 
remains open and should not be underestimated.  

 
Integration of a SIM with a security policy compliance tool would be bene-

ficial for an organization, but this implementation feature has not yet been 
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addressed in terms of Incident Response by the vendors.  Such a policy com-
pliance and validation tool implementation could be supported by a number 
of existing formal policy specification languages (Damianou, 2001). This ap-
proach could lead in the development of policy based security models using 
artificial intelligence techniques for the purpose of managing synergy, conflict 
and compliance between activated policies. Furthermore, this approach 
would allow for adaptive policies based on the incident’s significance and 
magnitude as well as the appropriate remedy actions. 

5. Conclusions & Future Work 

In this paper, we proposed fundamental Incident Response Policy require-
ments for Security Information Management (SIM) systems. In turn, we pro-
posed a Role-Based Access Control approach for a corporate Incident Re-
sponse Capability with the use of such a system. Finally, we proposed various 
mechanisms that could be mandated by appropriate adaptive policies for 
enhancing the overall security of a SIM. It is among our next immediate steps 
to evaluate different categories of SIMs in our academic environment in order 
to assess the Incident Response features they provide. Furthermore, our main 
target is to develop an open-source prototype for the description of specific 
responses and by integrating the proposed requirements into a SIM try to 
automatically adjust these responses to real security incidents. In addition, it 
is in our purpose to develop an overall policy-based security framework for 
handling the Incident Response Requirements and structuring the manage-
ment tasks induced from these requirements. 
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