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Abstract 

Traceback methods play an important role in 
contributing to the effectiveness of network forensics. 
This paper reviews, categorizes and discusses evaluation 
of the methods that have been suggested for the 
identification of the source of an attack. These methods 
belong to two categories: to the IP traceback 
approaches and to the methods which identify the 
causality of traffic into and out of an intermediate host. 
For both categories, the problem statement, the 
traceback techniques, as well as various criteria that can 
be used for the evaluation of the methods are discussed 
and presented. Finally, an attack scenario and open 
issues on the subject are provided. 

Keywords: Traceback Mechanisms, IP Tracing, 
Stepping Stones, Intrusion Detection. 

1. Introduction 

Attacks against networks and computers are a serious 
threat for the corporate IT environment, as well as for 
the internet community. A network-based attack is an 
action where the attacker sends attack packets via the 
network from a host to one or more victim hosts with 
the intention to gain control over them and cause harm. 
Network based attacks cannot be countered unless their 
source is known. Thus, the traceback problem is the 
identification of the real source of packets with spoofed 
source address. There are two sub-problems vital for 
resolving the issue of detecting network-based attacks: 

a. Tracing the true source of spoofed address sources, 
called IP detection [11][14][38]. 

b. Identify causality of traffic from and to a 
intermediate host or equivalently define the 
incoming traffic, if there is any, which causes a 
specific outgoing traffic. 

Methods of the two categories can be used 
complementary in cases where the attacker uses 
intermediate hosts to realize an attack. This is due to 
the fact that IP tracing techniques can detect the source 
of spoofed packets, but are not capable of defining the 

causality of traffic through intermediate hosts. 
Consequently, defining attack source packets, as 
suggested by the IP traceback techniques, does not 
necessarily detect the real attacker. This is due to the 
fact that the packet source can be a single host or a 
stepping stone chain, a mirror, or a zombie. In these 
cases, the second detection problem stands. When an 
attacker uses a connection chain, the result of IP 
methods is the detection of the host last in the chain, 
while the result of correlation via intermediate hosts is 
to detect the first host in the chain. Figure 1 
summarizes the model of the traceback problem. 
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Figure 1:  The Traceback problem model [75] 

So far, advanced defense mechanisms have been 
investigated and developed for solving the problem, but 
attackers take advantage of the weaknesses of networks 
and systems, such as the stateless nature of the internet, 
the packet destination-orientation of IP routing, the 
anonymous and distributed nature of DoS, the huge 
population of potential attackers connected to the 
network, the capability of interacting with a remote 
host using applications like SSL or telnet, hiding thus 
the attack source by using several intermediate hosts  
that can establish several TCP connections and modify 
headers and content of packets, etc.  
[20][21][22][23][29][69][72][73].  

This paper reviews the methods and architectures that 
have been suggested for the identification of the source 
of an attack. IP traceback methods are considered as 
first level tracing, while the methods which identify the 
causality of incoming and outgoing traffic of an 
intermediate host are considered as second level one. 
This paper provides a methodological presentation and 
analysis of these approaches by providing the problem 
they try to solve and the respective algorithms they use. 
In addition, regarding stepping stones, the tracing of an 
attack traffic passing through a number of intermediate 
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hosts is investigated. Various criteria that can be used 
for the evaluation of the traceback and correlation 
methods along with a number of categorization issues 
are also discussed. Next, a thorough network forensics 
analysis of a case study attack scenario is presented. 
Finally, a number of open issues are presented. 

2. IP Traceback 

The goal of IP traceback is to identify the source of a 
packet P, i.e. a machine M that produced it [16]. Most 
of the approaches that have been inspired by the 
(D)DoS attacks, do not prevent or counter the attack 
[28]. They are only used in order to identify the 
source(s) of attack packets during or after the attack. 
The IP traceback methods can de divided in two 
categories: 

a. Connection detection methods, which were developed 
mainly as a countermeasure to flooding attacks 
and describe how to reconstruct a path from the 
victim to the attacker or attackers. Link 
detection methods consist of two parts: 

• The first part is about collecting data 
regarding where the packets were detected 
in the forwarded path i.e. identification of 
the links used to forward a packet [11][38]. 

• The second part concerns the way the 
victim uses the data to reconstruct the path. 

b. Packet filtering methods, which do not address 
directly the problem of the first level detection, 
but provide information useful for that purpose. 
This information, if used in conjunction with 
information gathered from connection detection 
methods, can improve the results of suggested 
solution.  

3. Connection detection methods 

Connection detection methods consist of, among 
others, Link Testing, ICMP based methods, 
Probabilistic Packet Marking (PPM), Deterministic 
Packet Marking (DPM), tunneling from a collaborating 
machine to a detection machine, hash function-based 
techniques, remote monitors, and hybrid methods. 

3.1. Link testing 

Linking testing methods aim at detecting flooding 
attacks at during the attack and detect the connections 
from which the traffic comes from by testing links and 
monitoring i.e. links regarding the traffic to be detected 
[17]. Two of the most well known methods of this kind 
are the CenterTrack and the Controlled Flooding. 

CenterTrack is a solution implemented on the subject 
network that introduces a Tracing Router (TR) that 

monitors all network traffic [60]. All packets must be 
routed through TR. This is achieved by creating a GRE 
tunnel from edge router to the TR. If the core routers 
transfer traffic, normally they will be one hop away 
from the edge router to the TR. This architecture can 
been considered as a star topology with the TR in the 
middle and all the edge routers of the network to be 
connected with the TR through GTR tunneling. 

In Controlled Flooding as soon as the victim identifies the 
attack, specialized equipment measures the load in the 
line and the equipment, in order to produce traffic to 
the network. Afterwards the detection process is 
initiated. The routers connected to the router closest to 
the victim are identified (R12) (see figure 2). R11 causes 
a short flooding in the traffic hoping that this will 
reduce the number of attack packets. This does not 
occur, so the line and all paths using it are excluded 
from the possible attack paths. Same process as with 
R10 is followed. When the link between R10 and R11 is 
loaded the desired decrease is observed. So we 
conclude that the link between R9 and R12 is part of 
the attack path. This procedure is repeated until the 
source of the attack or the routers closest to the attack 
source is detected [14]. 
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Figure 2: Controlled flooding [14] 

3.2. ICMP based methods 

Every network router selects periodically a packet and 
produces an ICMP detection message (iTrace) directed 
to the same target as the packet it self [8][42][63]. iTrace 
consists of information regarding the previous and the 
next hop, from a timestamp and as much bytes of the 
original packet, copied to the payload of iTrace. The 
TTL (Time-To-Live) field is set to 255 and used to 
determine the real attack path. Assuming that the 
victim suffers from a DDoS attack and the volume of 
packets received is huge, the victim will finally receive 
addresses of routers that are in the attack path and 
implement the iTrace. By using the TTL field, these 
addresses can be sorted so as to reproduce the attack 
path. 

3.3. Probabilistic Packet Marking (PPM) 
Every router implementing PPM receives a packet flow 
and before routing them it marks them probabilistically 
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with part of information concerning its address, 
namely, part of router’s address is placed in the packet 
headers [24][31][32][51][51]. Packets are marked with a 
marking probability p (e.g. 0.05). When the victim 
receives enough marked packets can then reconstruct 
the routers addresses throughout the attack path using 
PPM [45][46]. Sampling edge routers, the end points of 
the attack path are encoded. Two static fields with size 
equal to the size of an address are maintained in order 
to represent the routers at the end of a connection, as 
well as an additional small field that represents the 
distance of the end point with the victim. For the 
marking purposes the field “IP identification” in the 
header is overloaded [59]. 

3.4. Deterministic packet marking (DPM) 
In DPM, routers mark all packets forwarded with data 
that determine the connection [54]. Each packet ends 
up carrying information of all the connections that took 
part. Packets following the same route carry the same 
marking [18][19]. Pi is a defense against DDoS attacks 
and consists of two algorithms [70][71]. The first is a 
packet marking algorithm coding a full path identifier in 
each packet. The second is a packet filtering algorithm 
that defines how a victim can use packet marking in 
order to be able to identify and filter attack packets.  

3.5. Tunneling from a collaborating machine 
to a detection machine 

It is similar to the subject network (see CenterTrack 
method), but the tunnel is established to the last router. 
The first machine sends the packet through a tunnel 
directly to the final collaborating machine. An 
intermediate machine receiving an encapsulated packet 
could check whether the encapsulation has been 
spoofed and in this case will forward the packet as is 
[43]. A simpler solution would be to simple re-
encapsulate the packet. Receiving machine should put 
additional effort, but it will be able to verify that the 
packet has gone through both machines. IPsec tracing 
is achieved when there is an IPsec security relationship 
between an arbitrary router and the victim and the 
attack packets detected have been authenticated by this 
relationship, so the attack originates from a machine 
further away from this router. If attack packets have 
not been authenticated by the security relationship then 
the attacks originates from a machine that lies between 
the router and the victim. In figure 3, when an attack is 
detected, an IPsec security relationship is created 
between R4 and V. If A was the true attacker, the attack 
packets would have been authenticated. A tunnel from 
R1 to V is established. There are two tunnels from R4 
to V tunneling traffic from A. Since traffic is 
authenticated by two correlation mechanisms, the 
attack comes from somewhere beyond R1 [76][77].  

 
 
 
 
 
 
 

Figure 3: Using IPSec for detection [76][77] 

3.6. SPIE Hash-based methods 
In SPIE, special routers named the DGA (Data 
Generation Agents), capture some information about 
every packet coming through. The network is 
segregated to several logical areas [57][9]. In each area, 
SCAR (SPIE Collection and Reduction Agents) are 
connected to all DGA and can ask for the information 
needed. The STM (SPIE Traceback Manager) is a 
central management unit, communicating with the IDS 
of the victim and the SCAR. So STM receives a notice 
of an attack from victim’s IDS, STM sends appropriate 
queries to the SCAR, and the SCAR receives from the 
DGA the summaries and the transformation tables for 
the appropriate time period. After the analysis and 
correlation of the tables, the SCAR can determine 
which routers in the area have forwarded the packet. 
Now the SCAR can reconstruct the path that the 
packet followed and send the results to the STM. 
Korkmaz et al. [41] proposed a scheme that is an 
alternative of SPIE, in order the IP traceback of a 
single packet in an environment which does not adopt 
all the Autonomous Systems (AS) traceback methods to 
be feasible. 

3.7. Remote Monitoring Machines 
The Remote Monitoring Machines are general purpose 
machines controlled by the detector. They can be 
distributed to the network to listen to the traffic. They 
record whatever they are configured to monitor [43]. 
They can respond to queries regarding recorded data. 
What data they collect depends on what does the 
detector expects that will be useful to him. There are 
some limitations, like the volume and the retention 
period of data gathered, which are due to speed and the 
machine memory. 

3.8. Hybrid methods 
Hybrid methods combine the advantages of the PPM 
and the hashed-based methods [30]. There are two 
main hybrid methods, the PPM method which uses the 
concept of pipelines for transmitting marking 
information from one marking routing to another, until 
reaching the final destination [4][51], and the DLLT 
method, which is based in Distributed Link-List (DLL) 
[1][4] method where some of the routers that took part 
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in forwarding a specific packet are monitored, by 
establishing on a distributed way a temporary 
connection. DDL is based on the “store, mark, 
forward” approach. 

4. Packet filtering methods 

Filtering does not address the issue of IP tracing, since 
it does not provide the receiver with all the possible 
paths packets followed. Information used from a router 
to do filtering is the same required for first level 
detection. The router needs to examine whether the 
source address belongs to the cluster of possible paths 
reaching, while first level detection needs to produce 
the same cluster of destination addresses. So, 
theoretically a filter router, configured to report the 
totality of possible sources of all packets, would 
provide an immediate solution to the IP tracing 
problem. They can be categorized as follows: inbound 
filtering and path based filtering. 

4.1. Inbound filtering 

Routers, according to RFC 2827, filter packets with 
obviously erroneous source address. The “obviously” 
means that the given interface must carry traffic from a 
well know IP range. It is a special case of packet 
filtering [27]. 

4.2. Path based filtering 

Routers filter packets whose source address is 
inconsistent with the routing data [2][26]. Park and Lee 
[47] suggested a packet filtering based on routing, based 
on the fact, that if attackers can introduce arbitrary 
source addresses in the IP packets, they cannot control 
the path they will follow until they reach their 
destination. Assuming that for the routing of a single 
packet, there is exactly one path p(s,d) between source s 
and destination d that appears on a router, any packet 
not belonging on the path p(s,d) should be dropped. 
Creating a path-based filter requires knowledge of the 
decision making process of all the network nodes. 

SAVE (Source Address Validity Enforcement Protocol) 
is a protocol by which routing information can be 
gathered. SAVE is an address filtering packet, creating 
and maintaining valid information regarding address 
source of incoming interfaces in every router. A 
network router creates an entry table stating the correct 
incoming interfaces for a given address source. When a 
packet reaches an interface, the router can look at the 
entry table so as to decide whether the packet is coming 
from the right source. In this way all packets with 
invalid source address can be detected [44].  

5. Evaluating the IP Traceback methods  

Although it is out of scope of this paper to provide a 
detail evaluation of all the methods presented above 
due to paper space limitations, we present some crucial 
points for achieving such an evaluation. The evaluation 
of IP traceback methods must take into consideration 
at first hand some main characteristics for them, such 
as the capability for tracing a single packet, the 
compatibility with existing commercial routers, the 
prerequisite for beforehand warning or additional 
communication and other problems. The tracing of a 
single packet, as well as the compatibility with existing 
commercial routers are desirable to be supported, while 
the other three are not [43][7].  

 
Currently the operation with existing commercial 
routers is possible under certain circumstances, mainly 
by using non-standardized features of routers, e.g. for 
routing a sub-set of the packets to another cooperating 
machine. Moreover, it is not clear whether tunneling 
methods are compatible with high performance routers. 
On the other hand, the marking along a non-
cooperating infrastructure requires the use of tunnels. 
The majority of hash-based methods try to monitor 
high performance routers with a dedicated machine or 
specialized equipment. Another consideration regarding 
routers supporting traceback features is that although 
routers doing path-based filtering can implement rule-
based filtering with no implications, this is not 
applicable everywhere. Filtering has similar complexity 
as routing [7].  

 
There are also other criteria that must be taken into 
account in order to evaluate the IP Traceback methods. 
According to [7], the participation of ISP’s, the 
scalability, the manufacturers participation with respect 
to the new required functions and algorithms that must 
be incorporated in their products, the number of the 
attack packets that are needed for the traceback and 
detection, the capability of partial development within 
one ISP, the prerequisite for topology and routing 
knowledge, the capability for cooperative development 
between the ISP’s, the network processing overhead, 
the processing overhead in the victim’s computer,  the 
bandwidth overhead, the memory requirements in the 
network and the victim’s computer, the protection, the 
capability of handling transformed packets, the 
capability of handling huge DDoS attacks, etc. are some 
of the main parameters that must be examined for the 
evaluation of the IP Traceback methods. 

6. The Connection Chain Problem  

In the connection chain problem, there are several ways 
an attacker can control a computer. Each way is 
characterized by a specific type of access an attacker 
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can gain and take advantage of. The control categories 
are distinguished depending on the degree of control 
the attacker has on the victim’s computer. The higher 
the attacker’s control the more difficult the task of the 
detector. For the second level detection, data examined 
are related to the behavior of machines in cause chain.  
Different methods use different data. Methods are 
classified depending on the data used and refer to: 
• Internal Monitors: Program running inside the machine. 
• Logs: Historical data available to the machine [13]. 
• Snapshots: Full copy of the state of the machine at a 

given time. 
• Network Traffic: Data related to communication 

between machines.  
• Reaction to the activities of the detector: Data related to the 

reaction of the attacker in the behavior of the 
detector. 

7. Stepping Stones 

Stepping stones are a special case of intermediate hosts 
and is a widely used and effective technique for hiding 
the attack source because they support two ways real 
time communication, while only simple user access is 
required to convert any network host to a stepping 
stone, rendering the detection of intrusion much more 
difficult. 

For the detection of an intermediate stepping stone, 
there several available techniques an attacker can use to 
cover his trace, such as, modification, deletion and 
spoofing of host connection information, 
transformation of content of connection, i.e. the use of 
cryptography or compression, disturbance of timing, 
node introduction in intrusion connection chain, 
padding of traffic, i.e. insertion of bogus packets, 
dropping and retransmitting packets, re-packeting of 
traffic or shuffling packets, fragmentation and 
consolidation of traffic and mixing of several traffics 
[33][34][37]. 

8. Detection and correlation of unencrypted 
connections 

8.1. Distributed Intrusion Detection System 
(DIDS) 

DIDS was designed so as to address the issue of 
detection in LAN’s [56]. It is the first study to record 
activities of registration of a user throughout a network. 
It uses a distributed architecture based on hosts so as to 
monitor traces of all LAN users, using NID (Network-
user Identification). Every node monitored on DIDS 
collects audit trails and sends summary checks for 
analysis to a centralized DIDS system. It is limited to 

the detection of login activities of users in the LAN 
through normal login inside the DIDS range. It does 
not seem possible to implement it on large scale 
networks, due to central monitoring of network 
activities. 

8.2. Caller Identification System (CIS) 

CIS support protocols designed to authenticate a user 
and acknowledge the previous hosts the user was 
connected to [12]. Main goal of this system is the 
authentication, but the data gathered can be also used 
to detect an attacker. It uses a distributed model instead 
of a centralized control. It requires that each host will 
run a CIS daemon which results in significant overhead 
since the list of previous hosts for all active connections 
must be saved [40]. Excessive overhead is introduced to 
the normal login procedure because it asks for and 
examines information for all hosts in the connection 
chain. It does not protect the privacy of the user, since 
it publishes to every host in the chain to which other 
hosts the user is connected to. It is a form of weak 
authentication because it requires trusting the response 
of a non-trusted system. 

8.3. Thumbprinting  

A small amount of information is used to thumbprint, 
in order to summarize a particular field of a connection 
[58]. The thumbprint is created based on the frequency 
a character appears for a given time period. It operates 
even when all stepping stones have been compromised, 
because it makes the correlation based on the content 
of the connections. It does not work for encrypted or 
compressed channels. It depends on the 
synchronization of network clocks, since it requires that 
the thumbprints are taken at the same time. It is 
vulnerable to the local deviation of re-broadcasting of 
packets because it is defined for all the broadcasted 
packets. It has not been established how to define to 
which connections it will be applied and how to 
correlate the thumbprints in order to find correlating 
connections. 

8.4. IDIP - Intrusion Detection and Isolation 
Protocol  

IDIP uses an active approach to detect incoming path 
and the source of attack [52][53]. Specialized gates, the 
limit checkers, detect together and block intruders by 
exchanging information for intrusion detection (attack 
descriptions). If the distributed limit checkers can 
detect an attack at real time and describe it, then the 
IDIP can recognize the current path attack by making 
queries to the limit checkers. The goal of IDIP is to 
distribute the necessary information in order to be able 
to detect and counter an intrusion. When an attack is 
realized inside the protected IDIP network, every IDIP 
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node in the path is responsible for checking the 
connection or flow of datagrams. When an element 
detects an intrusion attempt, the detector distributes an 
attack report to its neighbors that can later help in the 
identification of the attack path and to the response to 
the attack.  The neighbors further distribute the report 
throughout the attack path. The effectiveness of IDIP 
depends on the effectiveness of intrusion detection, 
because intrusion detection is closely related to 
intrusion identification. 

8.5. Session Token Protocol (STOP) 

It aims at identifying mappings between incoming and 
outgoing connection to a host [15]. It is based in the 
indent that allows the server of a TCP connection to 
ask the client about the process and relevant UID that 
initiated the TCP connection. It expands indent by 
allowing to the host to save data at application level 
regarding the process and the user initiating the 
connection [39]. It can send repetitive requests to other 
hosts. It tries to map an incoming connection at the 
host to an outgoing connection, by saving and 
examining information regarding processes initiating 
outgoing connection or terminating the incoming. Its 
efficient functionality depends on the accuracy of the 
information gathered by the stepping stones, as an 
attacker can easily terminate or replace the STOP 
daemon running on a stepping stone. When there are 
several sockets open simultaneously it may not be 
possible to determine which of multiple open incoming 
connections should be correlated with an outgoing 
connection.  

8.6. Sleepy Watermark Tracing  

SWT is a passive method given that it does not 
introduce an overhead when an intrusion is not 
detected. It is active when an intrusion is detected 
because the intruder introduces a watermark, i.e. a piece 
of information that can uniquely identify a connection, 
when the attack connection is reversed [68]. It activates 
and cooperates with the intermediate routers 
throughout the attack path. SWT, using the SIR, a 
watermark correlation technique and an active 
detection protocol, is an efficient and accurate 
detection method of the source in interactive intrusions 
or through chain telnet or rlogin. SIR also records all 
information regarding intrusions and can provide them 
whenever needed, while the watermark correlation 
technique is used in order to find and map neighboring 
connections belonging to the same chain.  Incoming 
and outgoing connections are correlated by observing 
that a watermark is send from an incoming connection 
to an outgoing connection. 

9. Detection & correlation of encrypted 
connections  

9.1. ON/OFF  

It makes use of time analysis to detect connection 
chains, without looking at the data content of the 
connections [72]. A monitoring tool is placed at the 
gates of the network and all the ON and OFF time 
periods of the network connections are recorded. The 
OFF time starts after a predefined time period of 
inactivity, where no traffic is observed. The analysis 
machine tries to match incoming with outgoing 
connections by analyzing the ON times or the OFF 
times. The start of OFF times, is not used in this 
method because it depends on the available bandwidth 
of every connection, and thus it is not a reliable source 
of information. Connection couples, Ci and Cj, are 
removed when their ON times are far away by more 
than γ or of the ON time of Ci started before of the 
one of Cj in some cases; and if ON connection time of 
Cj started before Ci in other cases. The ON/OFF 
correlation requires that the connection packets have 
accurate and synchronized timestamps in order to be 
able to correlate them. 

9.2. Deviation-Based 

TCP sequence numbers and timing characteristics are 
used in order to correlate traffic [74]. When a TCP 
connection is established a random number is selected 
as the initial sequential number. A sequence number is 
transmitted along with every TCP packet and is 
increased by the amount of data send with the previous 
packet. Sequential numbers are increased with rate 
proportional to the bytes transmitted. Connections in 
the same chain have sequential numbers increased with 
almost the same rate. The sequential number of each 
packet is logged and a graph is created that represents 
timing of packet in relation to the sequential number 
carried. The graph increases with rate proportional to 
the data exchanged, and if two connections belong to 
the same chain, their graphs will be very similar. The 
values on axis X and Y are transferred so as to reflect 
the delay of the network and the initial sequential 
number. Deviation is defined as the minimum mean 
difference in axis X among the two graphs. When this 
value is small, then there is high probability that the 
two connections belong to the same connection chain.  

9.3. IPD-Based  

The times of arrival and departure of packets are used 
to correlate connections in real time [67]. After the 
filtering, delays between packets, both for encrypted 
and unencrypted interactive connections, are present to 
a large extent throughout many hop routers and 
stepping stones. IPDs uniquely determine correlations 
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between connection like telnet, SSH and rlogin. IPD 
technique of correlation is a process that consists of 
two steps: (i) The two connections to be correlated are 
processed to generate a group of correlation points 
between the two connections (ii) these points are 
assessed in order to produce the value of the two 
connections correlation. 

9.4. State-Space  

State-space makes use of packets arrival time to 
correlate traffics [61][62]. It is based on two 
assumptions: (i) the probability that a transmition is a 
response to a previous transmition, decreases as the 
time between these two transmitions increases, (ii) the 
arrival times of a predefined event and any other event 
is distributed in accordance with Poisson distribution. 
When a new packet is received, each node is assigned a 
weight that decreases with time (as of the last packet 
received). Connections on the same connection chain 
will have greater weight comparing to other 
connections. 

10. Encrypted connections with time 
disturbance   

10.1. Wavelet-based  

Using a multilayer analysis technique based on waves 
showed that short term behavior, in which disturbance 
hides the correlation, can be distinguished from the 
long term behavior, in which correlations are preserved 
[25].  It is possible to achieve correlations from the long 
term monitoring of sufficiently large flows, despite time 
disturbances introduced by the attacker. No 
conciliation seems to exist between the extent of time 
disturbance, desired efficiency of correlation and the 
number of packets required. False positive percentage 
of correlation has not been assessed. A rough analysis 
regarding long term behavior can filter the irritations of 
packets introduced by the attacker, can also filter the 
uniqueness and the details of the flow timing. 

10.2. IPD-Watermarking  

In this method delays between packets is used as a 
mean to code the signal of the watermark in a packet 
flow [66]. Handling of the delays replaces the 
introduction of a content based watermark. A 
concealed communication channel is established 
between the terminals of the extended connection. The 
final destination handles the transmitted packets to the 
return path so that the profile of delays between 
packets can formulate a message detectable in other 
parts of the network. As long as there are enough 
packets in the return path, a packet that will be immune 
to the irritations can be created. It requires the 

existence of watermarks throughout the network, 
detecting watermarks on its generation. It depends 
upon a fixed source of packets. Absence of packets 
ruins the ability to correlate connections in the 
connection chain. Parameters of the scheme must 
remain secret.  

10.3. Detect-Attacks (DA) 

DA is based on the assumption that irritations 
introduced by the attacker can have finite delay i.e. 
there is maximum tolerable delay for each attack 
packet. It uses techniques from the computational 
theory of learning and analysis of random routes. DA 
requires a polynomial number of packets in order to 
satisfy a specific limitation of false positives [10].   

10.4. Detect-Attacks-Chaff (DAC) 

DAC detects the stepping-stone traffic that has a 
limited number of chaff packets, thus increasing the 
detection threshold. If the attacker uses a specific 
number of chaff packets can avoid the detection of an 
attacking traffic of arbitrary size [35][36]. 

11. Serializing Connections 

There is a gap between the ideal solution for correlation 
and the ideal solution for detection. In case there are 
intrusion connections of stepping stones outside the 
detection system a perfect correlation with limited 
monitoring scope is not enough to detect the initial 
point of intrusion and the right direction from where 
the traffic came from. When the connection chain goes 
through some stepping stones more than once then 
there is a mesh or cycle in the connection chain. 
Correlating connections even when containing mesh, 
can be deterministically serialized without synchronized 
clocks. The method of deterministic serialization is 
based on neighboring couples of every stepping stone. 
When serialization is based on neighboring couples of 
correlating connections, then it can be deterministically 
defined the full and accurate connection chain [65]. 

12. Categorization 

The methods presented above that concern the 
connection chain problem can be mainly categorized in 
terms of the source of detection information that is 
whether they are host-based or network-based. 
Furthermore, the methods can be categorized in terms 
of the means traffic is detected, either passive or active. 
For instance, as Host-based Passive methods can be 
indicatively considered the DIDS, the CIS and the 
STOP, while as Network-based Passive can be indicatively 
considered the Thumbprinting, the ON/OFF, the 
Deviation-based, the IPD-based, the Sate-Space, the 
Wavelet-based, the DA-DAC, and others. As Network-
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based Active methods can be indicatively considered the 
IDIP, the SWT, and the IPD-Watermarking [79]. Table 
1 summarizes the above categorization of 
tracing/correlation methods. 

Table 1: Categorization of tracing/correlation 
methods [79] 
 
 
 
 
 
 
 
 
 
 
 
 

These methods can also be categorized in terms of data 
available to the detector. This can be done because the 
definition of second level is a process that reaches its 
conclusions according to the detector’s data. Data 
examined are always relating to the behavior of 
machines in the causality chain, while different methods 
use different data to determine hosts belonging to the 
same connection chain. This approach of categorization 
will not be examined here [79]. 

13. A Case Study Example 

In this section, we examine a problem which is defined 
as follows: “we assume that a security incident 
occurs, where a corporate server has been 
completely been taken over. The compromised 
host is a web server that only supports http 
(and not https). It is located in a 
demilitarized zone (DMZ) connected to an 
internet firewall. The policy implemented by 
the firewall does not permit incoming 
connections on port 80 and does not support 
application controls, which means that the 
firewall considers traffic in port 80 as 
http traffic. Finally the firewall does not 
log permitted connections. Another system in 
the DMZ is a DNS server communicating 
directly with the web server, meaning that 
there is no firewall between them.  An 
antispyware program is installed in the DMZ 
server indicating that spyware was detected 
on the DNS which facilitated outgoing 
traffic Nevertheless the firewall 
administrator is confident that the firewall 
does not allow outgoing traffic, besides the 
http responses (random high ports) from the 
server and the outgoing DNS traffic. You as 
experts are certain that the spyware used 
the web server as a mean of communication to 
the true source. State what is the best 

method to trace the outgoing connection.” 
[79]. 
Any incoming connection to any port besides 80 
cannot go through the firewall. The same applies to 
non http traffic. For example encrypted traffic will be 
blocked by the firewall since it is https and not http. 
Regarding the outgoing rules, no outgoing traffic 
besides the http request and the responses from the 
web server to the DNS and the DNS outgoing traffic is 
allowed. The firewall cannot control application, but 
only ports because it assumes that traffic at port 80 is 
http, so it will not be able to handle cases where the 
traffic reaching port 80 uses tunneling. Since the web 
server and the DNS server are in the DMZ, the web 
server is connected to the firewall and the DNS server 
communicates directly with the web server (so there is 
communication in tier-2 between them), we can 
conclude that all traffic from and to the servers goes 
through the firewall.  

Others 

DA - DAC
Wavelet-based

State-Space
IPD-based

IPD-WatermarkingDeviation-based
SWTON/OFF
IDIPThumbprintingNetwork-

based

STOP
CIS -

DIDSHost-
based

ActivePassive

Others 

DA - DAC
Wavelet-based

State-Space
IPD-based

IPD-WatermarkingDeviation-based
SWTON/OFF
IDIPThumbprintingNetwork-

based

STOP
CIS -

DIDSHost-
based

ActivePassive

Since the antispyware program in the DNS server 
indicated that there is spyware on the DNS, which 
facilitated outgoing traffic, we conclude that the true 
source we want to identify is somewhere in the external 
network. Since the spyware used the web server as 
means of communication, the traffic created would 
appear as legitimate to the firewall in order to go 
through. Consequently the packets of this traffic must 
have had spoofed address source. 
The first step in detecting the attack source is to use an 
IP traceback method to identify the source of packets with 
spoofed address source. In particular, we will use one 
of the link definition methods to reconstruct the attack 
path. We can not used packet filtering, which is also an 
IP traceback method, because an IP filtering method 
does not directly address the first level detection 
problem since it does not provide to the recipient of a 
packet all possible origins. 
From the detection link methods, we will initially 
exclude hash-based methods, as well as remote 
monitoring, because they are based on data logged in 
routers. So since the firewall does not log permitted 
connections we cannot use it. For the same reason 
hybrid methods are excluded, as they combine 
characteristics of causality packet marking and hash-
based methods. Moreover creating a tunnel from a 
collaborating machine to a detection machine would 
not be efficient since we do no know if there are, and 
how many collaborating routers in the internal network 
to successfully implement this technique. 

From remaining detection approaches probabilistic 
packet marking is similar in operation and methodology 
to the ICMP based methods. In both schemes, a router 
has to perform some additional effort to a small 
percentage of packets forwarded in order to send 
information regarding the path the packet followed till 
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reaching its destination. But both of these methods 
require that the victim will receive a large volume of 
attack packets so as to get the routers addresses and 
accurately reconstruct the attack path. So if the 
communication between the web server and packet 
source was short, and few packets were send, then 
neither PPM nor iTrace will be able to reach to the host 
that send the packets. But even if the volume of packets 
is satisfactory to realize the detection, results derived 
from the ICMP protocol may not be valid from a legal 
point of view. This is due to the fact that the additional 
packets (iTrace packets) created and send to perform 
the detection contain information regarding the 
previous and the next hop, a timestamp and as much 
bytes possible from the payload of every packet. But 
collecting the payload of packets is considered 
illegitimate because it violates sender’s privacy. 
We can use one of the link testing methods given that 
they can trace an attack in real time and the attack 
under discussion is such. From these methods, we 
initially reject the approach as described in [17] since it 
involves routers reconfiguring, examining logs and 
requires the cooperation of all network operators in the 
attack path. We also exclude controlled flooding 
because it assumes that there is access to the ISP’s 
routers. Moreover it is a manual, non-secure and not 
accurate process that results in significant overhead to 
the bandwidth during detection. In addition, it is 
capable of detecting DoS attacks only. So we conclude 
that the use of hyper-network CenterTrack is 
appropriate, that is capable of defining the entrance 
edge router which forwarded the packets by monitoring 
the tunnel to which datagrams arrive. 
Alternatively or complementary, to crosscheck results, 
we can use a method of DPM after the attack. In this 
case all routers mark all packets forwarded with data 
determining all the connections it had passed through. 
According to the DPM scheme packets following the 
same path carry the same marking; while each packet 
ends up with information defining all connections it 
went through. This approach can realize detection of 
the source of a single packet. So even if traffic 
consisted of just a few packets we will be able to 
determine the sender of the packets with spoofed field 
in the address source. From the DPM marking based 
approaches, the method suggested by Belenky [6] can 
be used, whose goal is to determine the origin of 
packets. From the rest methods of the same category 
Pi, even though it can determine the connections, its 
main goal is to permit the recipient of packets to group 
them based on the forwarded path. Moreover Pi marks 
reaching recipient do not define a connection, but a 
possible set of connections. Even the methods [5] and 
[71] which are based on Pi and further enhance it, they 
both are schemes to defend against attacks. That is due 

to the fact they use Pi marking to filter packets that 
match with the attacker’s identifiers. DERM [3][49] 
could also be used, that assists the victim not only to 
filter attack packets, but also to determine the nature of 
the attack, as well as detect the server that took part in 
the attack. This method is hard to implement, given 
that is required to be implemented to elements in every 
network host. The models suggested in [55] aim at 
characterizing the flows of DDoS attacks, so their use 
will not be efficient. 
After using IP traceback methods, we can reconstruct 
the path the attack packets followed. Consequently we 
will identify the host that sends the spoofed packets. 
This host is not necessarily the true source of the 
attack. This would be true in case the attacker did not 
send the spoofed packet from his machine, but used a 
series of intermediate hosts to forward traffic till the 
host that send the attack packets. In this case, a chain 
connections detection method must be used so as to define 
the home base of the attacker, meaning to define the 
host the attacker used to lunch his attack. 
From the given problem, there are no clues that could 
assist in the selection of a detection and correlation 
method regarding stepping stones. E.g. we do not 
know what data are available to the detector, since we 
do not know the degree of communication and the 
position of collaborating machines in relation with the 
detector. Moreover a detection approach is host-based 
and requires that all stepping stones in the connection 
chain participate and are trusted, if a stepping stone 
provides fake correlation information then the whole 
detecting system will be deceived. In addition to that, 
encrypted traffic may not be allowed or machines may 
not log it that could be used for recovery information 
relating to previous activities. In case the 
aforementioned assumptions are false, using a method 
based in these assumptions, most likely the results will 
not be satisfactory. 
For there reasons we consider the best case scenario for 
the attacker or equivalently the worst case scenario for 
the detector. We assume that the attacker can send 
encrypted traffic and that he can disturb the timing of 
the traffic packets so as to hind detectors task. This can 
occur because the random or selective insertion of 
additional delays in some stepping stones when they 
forward the packets can cause unrelated flows to have 
similar characteristics or similar flow to appear to have 
different timing characteristics. So for the detection we 
will use a detection and correlation method of 
encrypted connections with time disturbance. Besides, a 
method that can correlate successfully incoming and outgoing flows 
of encrypted connections with time disturbance can successfully 
function when there is no encryption or time 
disturbance. So even if these assumptions are false the 
method can still be used with success. 
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From the techniques that belong to the category of 
detection and correlation of encrypted connections 
with time disturbance we consider the most efficient 
the method IPD-Watermarking, since contrary to other 
methods, is an active method. It does not carry the 
inherent limitations of passive methods relating to the 
fact that they can correlate only when there is traffic in 
the intrusion connection. It is not susceptible to 
intentional inactivity of intruders during detection and 
correlation of intrusion connections and can correlate 
the connection even when the attacker does not 
introduce traffic, i.e. intrusion connections are idle. 
IPD-Watermarking can realize correlation of connections 
when the attacker uses countermeasures to conceal the 
attack source. Moreover if the method suggested by 
Pyun et al. [48] is used correlation can be realized even 
if the attackers re-packets the flow. 
Of course the attacker in order to hide existing 
correlation can hinder the detectors efforts by using 
other countermeasures, like traffic padding. In this case 
we can use the method suggested by Zhang et al. [73]. 
This method can be implemented regardless chaff 
packets have been used in the attack traffic, as a mean 
of comparison, confirmation and crosschecking the 
validity of the IPD-Watermarking method results. 
Results of detection and correlation methods will be the 
total of all correlating connections belonging in the 
connection chain, providing that there are some. If 
from this method no connections are identified, then 
we assume that the host the attacker used to send the 
spoofed packets is the source of the attack. But if there 
are correlating connections the identification performed 
does not reveal the host that was used to launch the 
attack. To reconstruct the correct and full connection 
chain we have to serialize all the correlating 
connections. After serializing by the method suggested 
by Wang [64][65] we will get arranged the total of correlating 
connections. And so we will conclude which host the 
attacker used for his attack [79]. 

14. Open Issues 

In traceback methods, a balance between privacy and 
the effectiveness of detection methods must be 
achieved. In the process of gathering headers of packets 
does not breach confidentiality and is legitimate. 
Contrary gathering the payload of packets is illegal, and 
whether the collection of packet summaries is legal or 
illegal has not been established [78]. Concerns for 
breach of privacy are raised and when detection 
methods make use of stepping stones. Complicated 
countermeasures are implemented in anonymization 
systems in order to prevent detection and correlation of 
connections. No detection system can be effective 
against all anonymization systems, but also no 
anonymization system can provide full anonymity 

against all detection systems. Determining the balance 
among the two is an open issue [79]. 
Many of the methods developed look into and address 
issues deriving from the fact that the attacker 
implements several countermeasures to hide the true 
source of the attack. These countermeasures include 
spoofing and forgery of information connection of 
hosts, transformation of connections content, 
disturbance of timing, introducing nodes in the chain 
connection of the attack, re-packeting flow etc. No 
efficient method has been suggested that can address 
issues relating to dropping and retransmitting packets, 
re-ordering of packets, fragmentation and consolidation 
of flows and mixing multiple flows. Such sophisticated 
countermeasures change dramatically timing 
characteristics of packets, and are significant challenges 
to be addressed to the problem of detection and correlation of 
encrypted intrusion connection throughout stepping stones [79]. 
Another open issue is the detection and correlation of non 
interacting traffic. Existing methods focus on the 
detection and correlation of interactive intrusion 
connections, there is also the need to detect and 
correlate non interactive intrusion connections. For 
example, voice communications and teleconferences 
are used more and more in Packet Switched Data 
Networks instead of circuit switching networks. This 
situation renders the interception of circuit switching 
networks, in accordance with law enforcement 
requirements, inefficient and there is the need for new 
capabilities for interception and correlation, of possibly 
encrypted sound and video streams in an IP network. 
Voice and video streams in an IP network are 
dramatically different comparing to interactive traffic, 
like telnet and SSH, because there are real time 
limitations imposed and usually the delays are small and 
very similar for all packets [79].  
Ideally, an intrusion prevention infrastructure will be 
able to automatically detect the attack source in order 
to counter the attack. So that it can stop the attacks 
close to their origin in order to minimize adverse 
effects of the network based attacks. An active framework 
of defense is promising regarding the protection from both 
intrusion and (D)DoS attacks. In order to implement and 
make available such an active network infrastructure 
responding to intrusions it has first to be resolved what 
short of response is appropriate to every attack 
detected. Even if an IDS works perfectly in terms of 
detecting the attack source, an “exaggerated response” 
may cause more harm than the attack itself. Moreover it 
has to be defined how  hosts, which are likely to be 
remote, will trust each other, what is the appropriate 
trust model, how much trust should they have to each 
other and how we can counter the inappropriate use or 
abuse of trust of automated response to an intrusion. 
Finally, it has to be addressed how the privacy must be 
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protected, while at the same time an active detection and response 
to the attackers will be supported [79]. 

15. Conclusion 

Every network forensics approach despite its 
advantages it has disadvantages, as well. Thus, attackers 
can take advantage of these weaknesses to launch an 
attack without being detected. However, most recent 
methods try to limit possible weaknesses by combining 
the advantages of different techniques, and by looking 
into gradual deployments given that it is not realistic 
that a scheme will be adopted by all ISP’s at once. 
Besides technical issues relating to intrusion detection 
and network forensics techniques development, there 
are also legal and social issues that have to be taken into 
account. 
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	6. The Connection Chain Problem 
	In the connection chain problem, there are several ways an attacker can control a computer. Each way is characterized by a specific type of access an attacker can gain and take advantage of. The control categories are distinguished depending on the degree of control the attacker has on the victim’s computer. The higher the attacker’s control the more difficult the task of the detector. For the second level detection, data examined are related to the behavior of machines in cause chain.  Different methods use different data. Methods are classified depending on the data used and refer to:
	 Internal Monitors: Program running inside the machine.
	 Logs: Historical data available to the machine [13].
	 Snapshots: Full copy of the state of the machine at a given time.
	 Network Traffic: Data related to communication between machines. 
	 Reaction to the activities of the detector: Data related to the reaction of the attacker in the behavior of the detector.

	7. Stepping Stones
	Stepping stones are a special case of intermediate hosts and is a widely used and effective technique for hiding the attack source because they support two ways real time communication, while only simple user access is required to convert any network host to a stepping stone, rendering the detection of intrusion much more difficult.
	For the detection of an intermediate stepping stone, there several available techniques an attacker can use to cover his trace, such as, modification, deletion and spoofing of host connection information, transformation of content of connection, i.e. the use of cryptography or compression, disturbance of timing, node introduction in intrusion connection chain, padding of traffic, i.e. insertion of bogus packets, dropping and retransmitting packets, re-packeting of traffic or shuffling packets, fragmentation and consolidation of traffic and mixing of several traffics [33][34][37].

	8. Detection and correlation of unencrypted connections
	8.1. Distributed Intrusion Detection System (DIDS)
	DIDS was designed so as to address the issue of detection in LAN’s [56]. It is the first study to record activities of registration of a user throughout a network. It uses a distributed architecture based on hosts so as to monitor traces of all LAN users, using NID (Network-user Identification). Every node monitored on DIDS collects audit trails and sends summary checks for analysis to a centralized DIDS system. It is limited to the detection of login activities of users in the LAN through normal login inside the DIDS range. It does not seem possible to implement it on large scale networks, due to central monitoring of network activities.

	8.2. Caller Identification System (CIS)
	CIS support protocols designed to authenticate a user and acknowledge the previous hosts the user was connected to [12]. Main goal of this system is the authentication, but the data gathered can be also used to detect an attacker. It uses a distributed model instead of a centralized control. It requires that each host will run a CIS daemon which results in significant overhead since the list of previous hosts for all active connections must be saved [40]. Excessive overhead is introduced to the normal login procedure because it asks for and examines information for all hosts in the connection chain. It does not protect the privacy of the user, since it publishes to every host in the chain to which other hosts the user is connected to. It is a form of weak authentication because it requires trusting the response of a non-trusted system.

	8.3. Thumbprinting 
	A small amount of information is used to thumbprint, in order to summarize a particular field of a connection [58]. The thumbprint is created based on the frequency a character appears for a given time period. It operates even when all stepping stones have been compromised, because it makes the correlation based on the content of the connections. It does not work for encrypted or compressed channels. It depends on the synchronization of network clocks, since it requires that the thumbprints are taken at the same time. It is vulnerable to the local deviation of re-broadcasting of packets because it is defined for all the broadcasted packets. It has not been established how to define to which connections it will be applied and how to correlate the thumbprints in order to find correlating connections.

	8.4. IDIP - Intrusion Detection and Isolation Protocol 
	IDIP uses an active approach to detect incoming path and the source of attack [52][53]. Specialized gates, the limit checkers, detect together and block intruders by exchanging information for intrusion detection (attack descriptions). If the distributed limit checkers can detect an attack at real time and describe it, then the IDIP can recognize the current path attack by making queries to the limit checkers. The goal of IDIP is to distribute the necessary information in order to be able to detect and counter an intrusion. When an attack is realized inside the protected IDIP network, every IDIP node in the path is responsible for checking the connection or flow of datagrams. When an element detects an intrusion attempt, the detector distributes an attack report to its neighbors that can later help in the identification of the attack path and to the response to the attack.  The neighbors further distribute the report throughout the attack path. The effectiveness of IDIP depends on the effectiveness of intrusion detection, because intrusion detection is closely related to intrusion identification.

	8.5. Session Token Protocol (STOP)
	It aims at identifying mappings between incoming and outgoing connection to a host [15]. It is based in the indent that allows the server of a TCP connection to ask the client about the process and relevant UID that initiated the TCP connection. It expands indent by allowing to the host to save data at application level regarding the process and the user initiating the connection [39]. It can send repetitive requests to other hosts. It tries to map an incoming connection at the host to an outgoing connection, by saving and examining information regarding processes initiating outgoing connection or terminating the incoming. Its efficient functionality depends on the accuracy of the information gathered by the stepping stones, as an attacker can easily terminate or replace the STOP daemon running on a stepping stone. When there are several sockets open simultaneously it may not be possible to determine which of multiple open incoming connections should be correlated with an outgoing connection. 

	8.6. Sleepy Watermark Tracing 
	SWT is a passive method given that it does not introduce an overhead when an intrusion is not detected. It is active when an intrusion is detected because the intruder introduces a watermark, i.e. a piece of information that can uniquely identify a connection, when the attack connection is reversed [68]. It activates and cooperates with the intermediate routers throughout the attack path. SWT, using the SIR, a watermark correlation technique and an active detection protocol, is an efficient and accurate detection method of the source in interactive intrusions or through chain telnet or rlogin. SIR also records all information regarding intrusions and can provide them whenever needed, while the watermark correlation technique is used in order to find and map neighboring connections belonging to the same chain.  Incoming and outgoing connections are correlated by observing that a watermark is send from an incoming connection to an outgoing connection.


	9. Detection & correlation of encrypted connections 
	9.1. ON/OFF 
	It makes use of time analysis to detect connection chains, without looking at the data content of the connections [72]. A monitoring tool is placed at the gates of the network and all the ON and OFF time periods of the network connections are recorded. The OFF time starts after a predefined time period of inactivity, where no traffic is observed. The analysis machine tries to match incoming with outgoing connections by analyzing the ON times or the OFF times. The start of OFF times, is not used in this method because it depends on the available bandwidth of every connection, and thus it is not a reliable source of information. Connection couples, Ci and Cj, are removed when their ON times are far away by more than γ or of the ON time of Ci started before of the one of Cj in some cases; and if ON connection time of Cj started before Ci in other cases. The ON/OFF correlation requires that the connection packets have accurate and synchronized timestamps in order to be able to correlate them.

	9.2. Deviation-Based
	TCP sequence numbers and timing characteristics are used in order to correlate traffic [74]. When a TCP connection is established a random number is selected as the initial sequential number. A sequence number is transmitted along with every TCP packet and is increased by the amount of data send with the previous packet. Sequential numbers are increased with rate proportional to the bytes transmitted. Connections in the same chain have sequential numbers increased with almost the same rate. The sequential number of each packet is logged and a graph is created that represents timing of packet in relation to the sequential number carried. The graph increases with rate proportional to the data exchanged, and if two connections belong to the same chain, their graphs will be very similar. The values on axis X and Y are transferred so as to reflect the delay of the network and the initial sequential number. Deviation is defined as the minimum mean difference in axis X among the two graphs. When this value is small, then there is high probability that the two connections belong to the same connection chain. 

	9.3. IPD-Based 
	The times of arrival and departure of packets are used to correlate connections in real time [67]. After the filtering, delays between packets, both for encrypted and unencrypted interactive connections, are present to a large extent throughout many hop routers and stepping stones. IPDs uniquely determine correlations between connection like telnet, SSH and rlogin. IPD technique of correlation is a process that consists of two steps: (i) The two connections to be correlated are processed to generate a group of correlation points between the two connections (ii) these points are assessed in order to produce the value of the two connections correlation.

	9.4. State-Space 
	State-space makes use of packets arrival time to correlate traffics [61][62]. It is based on two assumptions: (i) the probability that a transmition is a response to a previous transmition, decreases as the time between these two transmitions increases, (ii) the arrival times of a predefined event and any other event is distributed in accordance with Poisson distribution. When a new packet is received, each node is assigned a weight that decreases with time (as of the last packet received). Connections on the same connection chain will have greater weight comparing to other connections.


	10. Encrypted connections with time disturbance  
	10.1. Wavelet-based 
	Using a multilayer analysis technique based on waves showed that short term behavior, in which disturbance hides the correlation, can be distinguished from the long term behavior, in which correlations are preserved [25].  It is possible to achieve correlations from the long term monitoring of sufficiently large flows, despite time disturbances introduced by the attacker. No conciliation seems to exist between the extent of time disturbance, desired efficiency of correlation and the number of packets required. False positive percentage of correlation has not been assessed. A rough analysis regarding long term behavior can filter the irritations of packets introduced by the attacker, can also filter the uniqueness and the details of the flow timing.

	10.2. IPD-Watermarking 
	In this method delays between packets is used as a mean to code the signal of the watermark in a packet flow [66]. Handling of the delays replaces the introduction of a content based watermark. A concealed communication channel is established between the terminals of the extended connection. The final destination handles the transmitted packets to the return path so that the profile of delays between packets can formulate a message detectable in other parts of the network. As long as there are enough packets in the return path, a packet that will be immune to the irritations can be created. It requires the existence of watermarks throughout the network, detecting watermarks on its generation. It depends upon a fixed source of packets. Absence of packets ruins the ability to correlate connections in the connection chain. Parameters of the scheme must remain secret. 

	10.3. Detect-Attacks (DA)
	DA is based on the assumption that irritations introduced by the attacker can have finite delay i.e. there is maximum tolerable delay for each attack packet. It uses techniques from the computational theory of learning and analysis of random routes. DA requires a polynomial number of packets in order to satisfy a specific limitation of false positives [10].  

	10.4. Detect-Attacks-Chaff (DAC)
	DAC detects the stepping-stone traffic that has a limited number of chaff packets, thus increasing the detection threshold. If the attacker uses a specific number of chaff packets can avoid the detection of an attacking traffic of arbitrary size [35][36].


	11. Serializing Connections
	There is a gap between the ideal solution for correlation and the ideal solution for detection. In case there are intrusion connections of stepping stones outside the detection system a perfect correlation with limited monitoring scope is not enough to detect the initial point of intrusion and the right direction from where the traffic came from. When the connection chain goes through some stepping stones more than once then there is a mesh or cycle in the connection chain. Correlating connections even when containing mesh, can be deterministically serialized without synchronized clocks. The method of deterministic serialization is based on neighboring couples of every stepping stone. When serialization is based on neighboring couples of correlating connections, then it can be deterministically defined the full and accurate connection chain [65].

	12. Categorization
	The methods presented above that concern the connection chain problem can be mainly categorized in terms of the source of detection information that is whether they are host-based or network-based. Furthermore, the methods can be categorized in terms of the means traffic is detected, either passive or active. For instance, as Host-based Passive methods can be indicatively considered the DIDS, the CIS and the STOP, while as Network-based Passive can be indicatively considered the Thumbprinting, the ON/OFF, the Deviation-based, the IPD-based, the Sate-Space, the Wavelet-based, the DA-DAC, and others. As Network-based Active methods can be indicatively considered the IDIP, the SWT, and the IPD-Watermarking [79]. Table 1 summarizes the above categorization of tracing/correlation methods.
	These methods can also be categorized in terms of data available to the detector. This can be done because the definition of second level is a process that reaches its conclusions according to the detector’s data. Data examined are always relating to the behavior of machines in the causality chain, while different methods use different data to determine hosts belonging to the same connection chain. This approach of categorization will not be examined here [79].

	13. A Case Study Example
	From remaining detection approaches probabilistic packet marking is similar in operation and methodology to the ICMP based methods. In both schemes, a router has to perform some additional effort to a small percentage of packets forwarded in order to send information regarding the path the packet followed till reaching its destination. But both of these methods require that the victim will receive a large volume of attack packets so as to get the routers addresses and accurately reconstruct the attack path. So if the communication between the web server and packet source was short, and few packets were send, then neither PPM nor iTrace will be able to reach to the host that send the packets. But even if the volume of packets is satisfactory to realize the detection, results derived from the ICMP protocol may not be valid from a legal point of view. This is due to the fact that the additional packets (iTrace packets) created and send to perform the detection contain information regarding the previous and the next hop, a timestamp and as much bytes possible from the payload of every packet. But collecting the payload of packets is considered illegitimate because it violates sender’s privacy.
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