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Abstract 
 
System management is a required task for all modern enterprises and organizations. This task must be 
performed in an efficient and integrated manner. Enterprise computing systems are usually organized 
into domains for the purpose of enforcing management policies. In this paper, we cope with a policy-
based governance of virtual enterprises and systems. After providing all the related concepts and 
definitions for a policy-based management, we present a general algorithm for constructing system 
policy hierarchies. Next, we go inside a policy hierarchy coping with analysis issues such as policy 
satisfaction, policy refinement and policy conflicts. Then, we depict the functional architecture for a 
policy hierarchy analysis service, discussing in parallel interesting architectural and implementation 
issues of policy-based management. Finally, we provide a set of examples that demonstrate the 
applicability of the approach. 
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1. Introduction 
 
Enterprise system objects are object-oriented representations of activities, services, resources 
and actors within an enterprise environment. Enterprise systems collaborate in a distributed 
manner in order to achieve certain business goals, showing different behavior based on the 
collaboration context [Cactano (2005)]. This distributed nature of enterprise systems is 
accompanied with other characteristics, such as the existence of numerous and composite 
resources, heterogeneity, asynchronous communication, concurrency in operations, mobility 
of resources and inter-working. All above characteristics drive the need for an integrated 
approach to the management regarding the business goals, the corporate structures, the 
applications, the systems and the networks. For this purpose, the management must be open, 
flexible, distributed, of multiple authorities, partitioned, as well as hierarchical with capability 
of peer relationships. 
 
Several entities participate in a management framework. A managed object is an object which 
represents a resource for the purpose of management. A managed object provides one or more 
management interfaces, in addition to its user-oriented functional interfaces. A management 
interface is the management view of a resource represented by a managed object, defined by 
the signatures of management operations and the types of the management attributes provided 
by the managed object. A manager or a manager proxy is represented by a manager object. A 
manager object is an object which has management responsibilities for one or more managed 
objects [Mitropoulos (1994)] [ISO/IEC (1992)].  
 
In order to cope with enterprise systems management efficiently, tools for structuring the 
management task must be provided and developed. The concepts of management domain and 
management policy have been proved very effective for such a purpose, while respective 
standardization processes and tool developments have taken place.  A management domain is 
a collection of managed objects, which have been explicitly grouped together for management 
purposes, while a management policy is a rule (a set of obligations and/or authorizations) that 
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defines a choice in the behavior of a system or a managed object. Policies are enforced on 
managed domains by managers, while managers can be handled as managed objects as well, 
creating in such a way management hierarchies, represented by domain hierarchies initially 
and finally by policy hierarchies [Sloman (1993)][Mitropoulos (1994)].  
 
Consistent and complete policy hierarchies are an extremely useful asset for an enterprise 
which wants “to specify internal and external aspects of its operational environment in terms 
of the organizational roles involved and the policies applicable to the roles. In parallel, 
another problem is how to manage such a virtual enterprise and guarantee that its operations 
are in agreement with the specifications” [Lupu (1999)]. A Policy hierarchy is the means to 
cope with the enterprise management roles. According to the ISO/ODP standard, a role is an 
“identifier for a behavior, which may appear as a parameter in a template for a composite 
object, and which is associated with one of the component objects of the composite object”. A 
behavior is a “collection of actions with a set of constraints on when they may occur” 
[ISO/IEC JTC1 (1995)]. Thus, a management policy may be used to specify the 
authorizations and obligations for a group of managers, and respectively the behavior 
expected from managers assigned to a particular organizational position, or to a system 
management platform. Therefore, a role is a set of policies applying to a group (domain) of 
managers, called position domain. Managers can then be assigned to or removed from a role 
without re-specifying the role policies. Of course, roles should interact with each other and 
have obligations and authorizations towards each other [Lupu (1997)]. 
 
From the above definitions, we can see that the management problem of enterprises and their 
systems is almost identical to the management policy hierarchy definition. The responsibility 
of policy enforcement on domains is assigned to system managers. The role of these 
managers depends on the responsibilities assigned or delegated to them. The domain 
hierarchies are accompanied by management hierarchies, where the relationship between 
them is not necessary one to one. So, the managers, according to the roles they fulfil, apply 
policies to managed domains within their sphere of influence. As a manager role is strongly 
tight to the policy concept, there is a natural path that leads from management hierarchies to 
policy hierarchies. The relationships between the included policies are not always distinct and 
clear requiring further analysis. Furthermore, based on this analysis, administrators can 
improve their knowledge regarding the picture they have for the overall behavior of the 
system, leading to possible optimizations. 
 
It would be ideal if a system could translate all its high-level policies in an automatic way to 
lower level ones. This is generally a very complicated task, as for example for the case of 
high-level policies that are expressed as general sentences without sufficient formalism. 
Policy synergy, policy conflicts, policy propagation, goal interpretation, policy serialization 
and precedence ordering are some of the main issues that often arise [Lupu (1999)][Moffet 
(1993)]. Human managers construct management policy hierarchies based on their 
experience, while for the automated managing tools, respective formulae, algorithms and 
knowledge-based system modules must be developed. Thus, in the real world, we are guided 
to a hybrid solution where there coexist automation and human intervention.  
 
Constructing policy hierarchies in a virtual enterprise environment is not only a difficult task 
regarding the refinement of high-level policies to lower ones, but also regarding the required 
consistency that should characterize all the policies participating in such an hierarchy. So, 
sufficient analysis must take place internally in the manager object or externally by 
outsourcing to an expert tool. Inside a manager, preprocessing of the incoming policies as 
well as refinements of the incoming policies based on decision making techniques that 
produce new lower level policies must take place. Therefore, plans are made, alternative 
solutions are examined and finally a number of actions are selected, accompanied by a set of 
applicability constraints.  
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In this paper, we focus on a policy-based management approach, regarding enterprises and 
their systems, and more specifically on managing policy objects and analyzing relationships 
between them. We do not focus on developing specific management task policies, such as 
performance, security, fault tolerance, configuration or accounting policies, which concern the 
main the System Management Functional Areas (SMFA).  
 
 
2. Domains and policies 
 
Enterprise-wide distributed object-based computing systems are usually organized into 
domains for the purpose of their management. The scope of constructing domains is the 
enforcement of management policies not in a single object but in a group of objects or in a 
group of other contained domains.  The organization of systems into domains offers not only 
modularity, but also allows different types of policies to belong in different domains, which is 
a strong implementation feature, while policy refinements do not imply by default domain 
refinements. Domains are also very useful in order to approach enterprises and systems from 
various viewpoints, such as organizational, geographical, functional, information, 
computational, engineering and technological. In addition, domains can be used for naming, 
which is a strong feature regarding system configuration and efficient look up of resources. In 
fact, an entry in a domain implementation is a set of attributes and references to resources 
(namely managed objects or other domains). Thus, domains can be structured in hierarchies 
based on the parent/child or domain/sub-domain relationship, while domains may overlap 
[Sloman (1993)][Mitropoulos (1994)][Mitropoulos (2000)]. 
 
In the policy-based management framework, policies are handled as managed objects as well, 
which is extremely useful regarding the flexibility in dealing with the management tasks. 
Furthermore, policies can be grouped into domains and policies can be applied upon policies, 
creating in such way meta-policies. Modularity in policies provides us with improved 
monitoring mechanisms regarding the relationships between them. The most important is that 
the same managers can be reused in environments that apply different policies, or 
equivalently the dynamic change of system policies or role descriptions does not imply 
necessarily the recompilation of manager objects [Sloman (1994)][Mitropoulos (2000)].  
Figure 1 depicts the management structure of an enterprise system in terms of domains and 
policies. 

 
 

Figure 1: The structure of an enterprise system in domains and policies 
 
From the system implementation point of view, the main attributes for a domain object class 
include the domain identifier, the creation date, the set of references to objects to which a 
policy applies, the references to objects to which a policy cannot apply, the domain parent set, 
the grouping criteria or the domain set expressions for the creation of the domain object, etc.  
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The main attributes of a policy object class include the policy identifier, the policy type 
(positive obligation, negative obligation, permission, prohibition), the set of managers 
(subject domain) which must enforce the policy, the set of managed objects upon which the 
policy applies (target domain), the set of actions upon objects of target domain, other 
parameter values, preconditions and constraints [Sloman (1994)][Mitropoulos (2000)]. Of 
course, the set of attributes of a policy should be extended in case of other more complicated 
policy types. The Policy Specification Language PONDER is a outstanding example, where 
policy object types are defined in an integrated and consistent approach. Figure 2 depicts the 
Ponder class hierarchy regarding the object meta model [Damianou (2001)]. 
 

 
 

Figure 2: The PONDER Class Hierarchy [Damianou (2001)] 
 
Hereafter, we mention some other interesting approaches for Policy Specification. The Logic-
based languages which are suitable for security policies extending modal logic operators for 
permission, obligation and prohibition, the Role-Based Access Control (RBAC) which is 
suitable for flexible permission handling, as well as for role reusability and inheritance, the 
Security Policy Language (SPL) which is an event-driven access control policy language, the 
XACML which is an XML specification for defining access control policies over the Internet, 
defined by OASIS consortium, the IETF/DMTF policy core information model (PCIM) 
created for representing policy information, the Policy Definition Language (PDL) from Bell-
Labs which uses an event-condition-action rule paradigm of active databases to specify a 
policy, the Enterprise Language of ISO/ODP-RM  Enterprise Viewpoint where policies and 
roles are adopted and elaborated further within the community concept, are some of the 
distinguished efforts and developments concerning the policy-based management and policy 
object specification [Damianou (2002A)]. 
 
 
3. Modeling policy hierarchies 
 
In the following, we provide an approach for building-up policy hierarchies within a virtual 
enterprise environment. Our target in this section is to investigate how to create a policy 
hierarchy. A policy object is mainly determined by the policy type/modality, the policy 
subject (the manager objects), the policy target (managed objects), the set of policy actions 
that must executed on target objects from the subject objects, the event that must be triggered 
for the execution of the policy actions and, finally the set of policy enforcement constraints 
[Sloman (1994)][Mitropoulos (2000)][Damianou (2001)]. A Policy Object is defined as 
follows: 
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PO   = {Type, Subject, Target, Event, Actions, Constraints}, where: 
PO   = Policy Object 
Type   = Policy Type 
Subject  = Manager Objects   
Target  = Managed Objects  
Event   = On a specific Event Triggered do the Actions 
Actions  = Task-specific Actions  
Constraints = Restrictions on Policy Object Enforcement 
 
For each policy in a policy hierarchy there may be ancestral and descendant policies. If these 
are one level higher and are directly related to the policy, they are called parent policies or 
meta-policies, while if they are just one level lower they are called child policies or sub-
policies.  For each hierarchy, it is not necessary to have one and only one root-policy. In a 
dynamically changing corporate environment, it is obvious that policy hierarchies must not be 
static, but they must expand or contract expressing the dynamic changes of the system 
configurations and implementation goals. 
 
A Policy Hierarchy is determined by the following arrangement: 
 
PolicyHierarchy := (Names, Descriptions, Relationships) ::= (N, D, R), where: 
N = the names or IDs of the Policy Objects (PO), 
e.g. N = {PO1, PO2} 
D = the total descriptions of all the hierarchy policies, e.g. 
D = { PO1=[PT1,S1,T1,E1,A1,C1], PO2=[PT2,S2,T2,E2,A2,C2]}, and 
R = the set that contains for each policy the set of its meta-policies/parent polices 
e.g. for PO1  PO2, it is: R = {PO1=[ ], PO2=[PO1]} 
 
Therefore, for the initial construction of a policy hierarchy, we need to determine the above 
sets. This is not a simple task for large scale distributed systems, where the managers, the 
domains, and the policies are characterized through multiple and complex relations. Our 
purpose is to fully analyze the whole management system through simple relations of the 
form (Source, Policy, Receiver). For this analysis the following play an important role: 
 
(a) The management domain hierarchies 

The management domain hierarchies regarding the administered system, are organized in 
domains and sub-domains, with the assistance of a domain (management) service. The sub-
domains provide us with the possibility of building up domain hierarchies. A domain 
hierarchy is composed of an arrangement similar to the policy hierarchy: 
DomainHierarchy ::= DH ::= {Names, Descriptions, Relationships}  
A problem which may arise in such hierarchies is that of cycling in domain structures, for 
example when there is a path from a child domain to one of his parent domains. 
 
(b) The manager hierarchies 

The managers are grouped into domains, called manager domains, and are organized into 
hierarchies, where the hierarchical upper managers transfer responsibilities and obligations to 
the lower managers. In general, because the managers in every system have some role that is 
related to the policies they must apply on some domains, we locate the managers on top and 
out of the domains that they manage with references to them. We should note that managers 
belonging in the same domain usually are obliged to enforce the same set of policies. This 
means that these managers belong to a position domain or equivalently they have to fulfill a 
management role [Lupu (1997)].  
 
(c) The domain set expressions 

5/14 



 6

Due to often encountered complicated domain relationships in a large-scale enterprise 
distributed system, we need set expressions for the domains within a domain hierarchy, in 
order to specify dynamically the target set for the enforcement of a policy. In other words, a 
policy applies to a set of managed objects that is determined by a set expression of domains.  
For this purpose a set expression resolution must take place. Such a resolution includes 
factors such as the union, the difference, the intersection, the propagation and others. 
 
(d) The policies and their interpretation 

Policy interpretation is carried out by the managers, with the support of specialized tools. The 
question that arises is: which is the set of sub-policies of a policy that must be produced so 
that the policy becomes fully satisfied? In fact, this is the problem of Policy Refinement, 
which can be defined as follows:  “if there exists a set of policies Prs:p1, p2, .. pn, such that 
the enforcement of a combination of these policies results in a system behaving in an identical 
manner to a system that is enforcing some base policy Pb, it can be said that Prs is a 
refinement of Pb. The set of policies Prs:p1, p2, .. pn is referred to as the refined policy set” 
[Bandara (2003)]. The main properties that should be satisfied by a policy refinement are 
correctness, consistency and minimality in relation to all the members of the refined policy 
set. 
 
 
4. Constructing policy hierarchies 
 
Based on the all the above mentioned factors, we present a general algorithm for policy 
hierarchy construction based on [Mitropoulos (2000)]. The steps of the algorithm are the 
following:  
 
(1) Structure the examined managed system into domains according to various grouping 

criteria (e.g. geographical, technological, etc.) 
(2) Assign manager references to the domains, where a manager with reference to a domain 

manages it. 
(3) Structure the managers of (2) into domains according to various grouping criteria (i.e. 

according to system management functional areas) and the manager roles creating an 
initial manager/managed domain hierarchy. 

(4) Refine, if necessary, manager domains of (3), using a top-down or a bottom-up approach 
and by repeating steps (1)-(3) (here managers are manipulated as managed objects).  

(5) Assign a goal policy to the highest level manager domain according to the enterprise 
management role which it must fulfil. 

(6) Interpret the initial goal policy to sub-policies throughout the management hierarchy 
(including the lowest management hierarchy level) taking into consideration the domain 
set expressions based on unions, differences and intersections between domains, policy 
propagations and so on, creating in this way an initial policy hierarchy. 

(7) Analyze the initial policy hierarchy in order to satisfy the policy refinement properties: 
correctness, consistency and minimality. The main policy hierarchy analysis tasks which 
help us to satisfy the policy refinement properties, concern synergy between policies, 
conflict detection and conflict resolution, investigation for relationships between 
seemingly unrelated policy statements, serialization of policies for developing a strategic 
plan for a goal satisfaction, precedence ordering between competing policies, delegation 
of responsibility, removal of duplicated policies, etc. 

(8) Refine the policy hierarchy repeating steps (x)-(7), if necessary, where (x) is one of the 
previous steps. 
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A policy hierarchy can be depicted as a graph (see Figure 3), where its nodes represent a 
policy source (subject) or a policy receiver (target) and its edges represent Policy Objects, as a 
set of constraint-based event-driven management actions. 
 

P1 P2

P3
P4 P5

P6
P7

Man Man

ManMan

Man: Manager

{P3,P4} <- P1, {P5,P6} <- P2

ManManMan

 
 

Figure 3: Policy Hierarchy Example 
 
 
5. Analyzing policy hierarchies 
 
As we mentioned above, designing a policy hierarchy is intertwined with important analysis 
issues such as policy refinement, policy satisfaction, manager authorization for policy 
enforcement, and others that make the analysis laborious and complex. Hereafter, we examine 
a number of policy hierarchy analysis issues, mainly those that involve procedures that take 
place inside an hierarchy node. In fact, such nodes represent managers (or managed objects in 
the case where they do not function as policy sources, but only as receivers). 
 
The analysis can take place internally in the manager (embedded in the manager code), and/or 
can be carried out by an expert analysis tool (policy analysis outsourcing) (Figure 4). The 
policy analysis has two stages. The first is the “Policy Input” which can be considered as the 
goals that the manager must satisfy. This stage requires pre-processing of the incoming 
policies and analysis of their interrelations. The second stage deals with the 
refinement/interpretation of these policies in lower level ones. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: Policy Hierarchy Analysis Outsourcing 
 
After the first phase of pre-processing, managers enter the phase of decision making for the 
production of lower level policies.  Plans are made, alternative solutions are examined and 
finally a number of actions are selected. These actions are accompanied by a number of 
constraints regarding the conditions of execution (Figure 5). It is not within our scope to 
examine this internal manager procedure in this paper. We are mainly focusing our attention 
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on the policy object management and not on their semantic production, which depends on the 
specific management tasks, such as Quality of Service assurance according to SLA. 
 

           Incoming Policies

Policy
Interpretation

N

      Outgoing Policies

M

Policy
Hierarchy
Node
Management Kernel

 
Figure 5: Policy Hierarchy Node – Management Kernel 

 
5.1 Analysis of incoming-outgoing policies 

There are a number of policy cases that need analysis. In this section, we examine some of the 
most important ones. The Policy Hierarchy Analysis Tool as shown in Figure 4 undertakes 
the task analyzing the already activated policies (real-time analysis) or the policies, which is 
going to be activated (static analysis). The main components of this analysis concern the 
following issues [Bandara (2003)] [Damianou (2002)] [Lupu (1999)][Moffet (2003)]: 
• Policy Synergy that occurs when two or more policies regard common or cooperating 

goals.   
• Policy Conflict that occurs when two (or more) policies have conflicting goals and/or 

authorizations. Such a case may occur under very different circumstances. Figure 6 
present categorization of policy conflicts.  

Categorization of
Policy Conflicts

Conflict
of

Goals

Conflict
between Goals &
Authorizations

Conflict due to
Hierarchical
Inconsistencies

Conflict
of

Authorizations

Indirect Conflict in
non-overlapping
environments

 
Figure 6: Categorization of Policy Conflicts 

 
Conflicting goals arise when a goal implies some actions which are in conflict with actions 
implied by the other goal. We have conflicting authorizations when there is a negative and a 
positive authorization for the same manager object type. Another conflict occurs when a goal 
implies some actions for a manager without having the corresponding authorizations or there 
are some authorizations negative for the execution of the relative actions from the manager. 
Furthermore, there are cases of hierarchical inconsistencies that may occur when a goal in one 
level does not comply with the existence of a goal at another hierarchical level. This can be 
also expanded to non-overlapping environments, where the enforcement of a policy in one i.e. 
corporate environment may be in conflict with another policy enforced in another corporate 
environment. 
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Reactions that usually follow conflict detection include the activation of conflict resolution 
mechanisms, the arrangement of policies based on priorities, the notification of system 
administrators or an hierarchically upper manager. Other related issues on a policy hierarchy 
concern the following: 

• Policy Propagation is the simplest case. A manager passes-through the hierarchy a policy 
without any interpretation. The Partitioned Policy Propagation is a similar case where the 
target domain is divided to target sub-domains before policy propagation. We note the 
misfortune to have overlapping domains or cycles between the sub-domains, ending to 
unlimited policy action executions.  

• Goal Interpretation concerns the straight-out case of the interpretation of a policy goal 
that applies to a number of managed objects to sub-policies that apply to the same set of 
managed objects. We say that the initial policy is satisfied when and only when its sub-
policies are satisfied. 

• Unrelated Statements concern the case of the interpretation of a policy to a lower level, 
which is totally different in relation to the actions and to the target domain. For such an 
interpretation it is necessary that the manager or the analysis expert tool have embedded 
knowledge to handle such a case.  

• Policy Serialization concerns these cases where the policies must apply with an order or a 
strategic plan for the achievement of a more general goal.  

• Precedence Ordering of policies should not be regarded as serialization. While policy 
serialization has to do with policies enforced for the achievement of a strategic goal, the 
precedence ordering concerns competing policies that should have been prioritised for 
conflict resolution.  

Figure 7 depicts the functional architecture of such a policy hierarchy analysis tool. 

PolicyHierarchyAnalysisModules

Policy Hierarchy Analysis PolicyObjects

Type of Analysis

Synergy Conflict
Detection

Propagation Goal
Interpretation
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Active Policy
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N Policy MIB
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the initial
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refine goal to
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andand
refine target to
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order
all policies
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enforce
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andand
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policy with
the highest
priority

create
new
policy

Conflict
Detection
= True

create
new policy
for each
sub-target

create
new policy
for new-goal
new target  

 
Figure 7: Functional architecture of a Policy Hierarchy Analysis Tool 

 
The “Type of Analysis” in Figure 7, determines which of the hierarchy analysis modules must 
undertake the analysis task. A policy monitoring service regarding the activated policies is 
absolutely necessary, because policy analysis should take place not only onto policies which 
are going to be enforced (static analysis), but also on to the already activated policies 
(dynamic analysis).  
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6. Architectural and implementation issues 
 
In this section, we briefly discuss architectural and implementations issues of policy 
management and policy enforcement services. On top of the integrated management system 
appropriate user interfaces and management applications must stand, such as security or QoS 
monitoring applications. Common management services, such as policy service, domain  
service, monitoring and control services, as well as specific to the management task policy 
enforcement services must be provided one layer lower. All of these services must use the 
underlying platform mechanisms in order to succeed in their functional role. Such 
mechanisms concern distributed processing services, like file services, security services, time 
services, transaction services, etc. Distributed object services stand one layer lower. They are 
very useful in our object-oriented approach. As an example, we mention the Distributed 
Management Environment (OSF/DME), which is an object-oriented infrastructure, based on 
both CORBA and OSF/DCE RPC. It supports SNMP and CMIP access, through the XMP 
API, while the management user interfaces are based on OSF/Motif. Distributed Notification 
and other management services are also provided. Finally, communication services at the 
lowest layer such as RPC and TCP/IP must be offered [DME (1992)]. 
 
Regarding the common management services, we mention that domain service actions are the 
following: create/delete a domain, persistent domain storage, single domain member actions, 
domain set actions, multiple domain member actions and attribute based actions. In addition, 
policy service actions are the following: create/delete a policy or read/write a policy attribute, 
persistent policy storage, list domains referred in a policy, list policies referred by domain, 
load a specific policy; unload a specific policy, etc. Regarding the policy hierarchy analysis 
service, we provide a part of ISO/GDMO description in Figure 8. 
 
PolicyHierarchyAnalysisService  MANAGED OBJECT CLASS  
   DERIVED FROM ManagedObject; 
   CHARACTERIZED BY  
   PolicyHierarchyAnalysisServicePackage; 
REGISTERED AS {SSM PolicyHierarchyAnalysisServiceMOC(1)}; 
 
PolicyHierarchyAnalysisServicePackage PACKAGE 
 BEHAVIOUR PolicyHierarchyAnalysisServicePackageBehaviour BEHAVIOUR 
 DEFINED AS 
              “Policy Hierarchy Analysis Service offers a set of operations for policy hierarchy analysis”; 
  ATTRIBUTES 
  PolicyAnalysisType          GET-REPLACE, 
  PolicyObjectRepository    GET-REPLACE ADD-REMOVE 
  ACTIONS 
  Synergy, 
  ConflictDetection, 
  ConflictResolution, 
                 Propagation, 
                                GoalInterpretation, 
                                UnrelatedStatements, 
                                Serialization, 
  PrecedenceOrdering, 
REGISTERED AS {SSM PolicyHierarchyAnalysisServiceMOC(1)}; 

 
Figure 8: Part of GDMO description of the Policy Hierarchy Analysis Service 

 
Using a RPC/IDL to CMIP/GDMO gateway, we can map the interface specifications from 
one language to the other [Forbici (1997)], useful to allow applications running on another 
platform to use functionality provided by this service. 
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6.1 Deploying policies  
 
Further to the services that we have mentioned above, such as the domain service, the policy 
service, the policy hierarchy analysis service (tool), the policy monitoring and control service, 
the task-specific policy enforcement service, additional tools are needed to system 
administrators for setting up and deploying policies. Domain browsers, policy editors, policy 
compilers, and role definition and assignment management tools are obvious examples.  In 
Figure 9, we depict the policy deployment process [Damianou (2002B)][Dulay (2001)]. 
 

 
 

Figure 9: Policy Deployment Process 
 
 
7. Examples 
 
7. 1 Policy examples 
 
In this section, we provide some security related policy examples described in PONDER 
policy language (see [Damianou (2001)] for complete policy definitions). For the shake of 
brevity, we do not provide more explanations.  
 
Positive Authorization Policy 
type auth+ WinSecureAdmin (subject s, target < PolicyT> t) { 
  action create_user(), remove_user(), enable_user(), disable_user() ; } 
inst auth+ SecurityPolicyObject=WinSecureAdmin(/SecurityAdmins, Xregion/WindowsNT); 
 
Obligation Policy 
inst oblig ServiceExecutionFailure { 
 on  service_execution_failure(userid) ; 
 subject  s = /Xregion/SecurityAdmins; 
 target  <userT> t = /Xregion/users ^ {userid} ; 
 do  t.disable_user() -> s.log(userid) ; } 
 
Role 
type role SecurityAdministrator (IncidentsDB incidentsDb) { 
 inst oblig   IncidentHandling { 
       on  incidentOccurance(IncidentID); 
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       do  t.checkIncidentInfo(IncidentID, systemID) -> 
   investigate_incident(IncidentID, systemID); 
      target t = incidentsDb ; // incidents register } 
 inst oblig  InstallSystemSecurityPatch { . . . } 
 inst auth+ IncidentResponceActionsAuthorizations { . . . } 
// other policies 
} 
 
Relationship 
type rel CooperationT (TechnicalChiefOperatorT tco,  SecurityAdministratorT sa) { 
 inst oblig IncidentReporting { 
  on   IncidentOccurance(IncidentID) ; 
  subject   sa ; 
  target     tco ; 
  do   IndidentReport() ; 
}  
// . . . other policies } 
 
Management Structure 
type mstruct TechnicalDepartmentT (...) { 
 inst  role departmentManager = DepartmentManagerT(…); 
  role technical_chiefOperator = TechnicalChiefOperator T(...); 
  role security_administrator = SecurityAdministratorT(...); 
 
 inst  rel supervise = SupervisionT (departmentManager, technical_chiefOperator); 
  rel report = SupportT (security_administrator, technical_chiefOperator); 
} 
inst  mstruct TechnicalDepartmentEUROPE = TechnicalDepartmentT (...); 
 mstruct TechnicalDepartmentUSA = TechnicalDepartmentT (...); 
 
7.2 Activating an access control policy 
 
In this subsection, we provide a simple example of access control policy activation. Most of 
common management services are of general type and they concern all policy types. For each 
specific management task, we have to develop respective task-specific policy enforcement 
services. In access control case, a full path from reading a policy instance up to enabling this 
policy must be followed. After the editing of a policy object, its deployment, and finally its 
persistent storage in the Policy Object MIB, a management application can retrieve this policy 
object via the policy service. The policy object is then loaded on an Enforcement Control 
Service (ECS) which is responsible for the enforcement of policy actions on the underlying 
system platform. ECS lists all policy members of the subject domain, as well as of the target 
domain using the domain service. Then, ECS defines the ACL entries to be installed in the 
system, and examines potential conflicts with previously activated policies, listing the ACL 
entries of the respective managed system. After this stage, it repetitively executes ACL entry 
updates. By the end of that execution, the policy is said to be enforced and its operational 
state becomes active. Finally, ECS informs respectively the policy service for the access 
control policy activation. In [Lymberopoulos (2003)] the reader can find an interesting 
enforcement architecture example for network QoS management. 
 
7.3 A conflict detection example 
 
In the following, we provide an example described in the Event Calculus language, which 
concerns a conflict in duties (tasks) in a banking corporate environment. This conflict 
detection specification example depicts that it is not permitted for the same person to request 
a payment from a bank, and to approve this payment as well. This example is taken from 
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[Bandara (2003)], and is included in this paper just to provide the reader with a short analysis 
example. 
 
conflictingOps(conflictDuty, [operation(payment, request(PaymentID,Amount)),          
operation(payment,approve(PaymentID))]) 
 
 
8. Conclusions and future work 
 
In this paper, we coped with policy-based management and governance of virtual enterprises, 
as well as their systems. We first discussed all the concepts and definitions regarding the 
policy-based management. Next, we presented a general algorithm for constructing a Policy 
Hierarchy, as well as all the main issues concerning the analysis of such an hierarchy, 
providing a functional architecture for a policy hierarchy analysis service. Furthermore, we 
discussed interesting architectural and implementation issues of a policy-based governance of 
corporate systems. At the end, we provided some policy examples in Ponder, a policy 
activation scenario concerning access control, as well as an example of a policy detection 
specification. It is in our intention to investigate further how we can include in our hierarchy 
construction algorithm, not only the policy and role concepts, but also these ones of 
composite policy, of role relationship and of formal management structure. Last but not least, 
we intend to investigate techniques for optimization and problem solving in distributed 
policy-based management systems. 
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