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Abstract 
This paper proposes a policy-based QoS management framework for adaptive routing decisions. After providing an extended 
analysis of related work, we present an approach considering link state routing protocols for path discovery mechanisms and 
QoS-aware policies for configuring accordingly the network elements.  
This framework combines different traffic conditioning, considers the routing protocol metric tuning process and 
characteristics, provides the enforcement of QoS policies and finally presents how these different modules are integrated into 
the proposed PBNM.  
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1. Introduction 

PBNM (Policy based network management) systems can facilitate the enforcement of policy rules in order to 
apply the appropriate resource access and usage. These systems can solve various provisioning and configuration 
issues for implementing adaptive systems. These changes can be of various flavors including SLA-driven 
attributes, business-driven needs, routing capabilities, management policies and communication entities 
operations. Policy-based functionality which incorporates different management layers is based on a management 
information system that improves flexibility in the changing application and network conditions. Nowadays, many 
systems adopt these management systems to change the operational behavior of the systems and make them more 
intelligent. The systems are liable to the changing requirements and different policies, so that it is necessary to 
make them more flexible and adaptable. We still need to monitor the network conditions systematically and 
determine the appropriate actions to relieve the network resources.  

The policy-based management architectures have to deal with increasing and more complex business and 
operations needs. At the beginning, the usage of these management systems was solely for monitoring the status 
of the network. There is an ongoing process of the evolution of more complex network systems, protocols, 
services and applications resulting in an increasing complexity of managing the resources especially for large 
scale deployment infrastructures. Distributed heterogeneous networks prevent the enforcement of global generic 
policies and define the necessity to specify a desired applicable behavior for each one of them. This complexity 
imposes changing requirements and adaptations on the underlying infrastructure.   

These systems are based on policies and rules to remedy undesirable or underperformed conditions. The policies 
are a set of conditions and actions. The actions are associated with a set of conditions specified in the policy rule. 
The condition defines when the policy rule may be executed. When a policy is triggered, then a policy rule is 
applied. It is very important that there is a systematic approach of establishing and maintaining the distribution of 
different profiles of policies and control of the policy rules. The complexity of such systems is to identify all 
possible criteria to organize them appropriately and make the policies usable. Moreover, it can be necessary to 
change the policies instead of building new ones in response to the changing environment. 

The policies shall be device-independent and avoid any conflict with existing policies. They should be functional 
and remove any constraints of the management objectives. The PBNM shall support extensions though interfaces 
and also the customization of the service provision. It is necessary to be integrated with the existing infrastructure 
and the interfaces of the network, the system entities and provide the functionality driven by the applications and 
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the management policies. A PBNM shall be viewed as a high level process, preferably hierarchical and uses an 
informational model for the representation of different entities by using policy to control their management.  

Furthermore, PBNM can also be integrated with other technologies and provide a more sophisticated provision of 
the network resource. Apart from the configuration and the provisioning of the network entities, it can be 
integrated with security mechanisms and QoS technologies. This can provide an improved performance of the 
services and the network elements by implementing the appropriate service classes. Security controls and 
mechanisms can be applied through the appropriate applets so that the end-systems can be more efficient to cope 
with the emerging security threats and vulnerabilities. For instance, a unified security management including IDS 
(Intrusion Detection System) and firewalling operations can be integrated with different security systems. This is 
very important because of the complexity and service heterogeneity of the systems. 

Apart from security management, QoS-aware techniques can also be integrated with a PBNM system. QoS 
service classes can adapt traffic to specific patterns and remedy situations such as oversaturated links, bottlenecks, 
inappropriate allocation of bandwidth controls and reallocate the network resources according to the actual 
changing needs of the infrastructure. There can be traffic allocation depending on the network needs and provide 
scalable and adaptive solutions to allow an efficient traffic passing. The network resources are allocated based on 
individual streams or aggregated flows offering QoS services with automated management processes. In order to 
provide an end to end QoS functionality, there should be interactions between the different management solutions 
and an appropriate mapping among the services. 

The enforcement of these controls and policies affect deeply the performance and efficiency of the network 
services. Thus, it is critical to identify the management goals and transform them into verifiable rules that can be 
applied to the entities. In order to apply an efficient policy-based management even across multiple policy 
domains various, PBNM architecture shall include various components. These components are further analyzed in 
the following section. 

The rest of this paper is organized as follows: Section 2 presents background information in the areas of PBNM 
systems, QoS technologies and adaptive routing protocol tuning. Section 3 describes the proposed framework, 
section 4 presents the expected results and finally section 5 concludes the paper. 

2. Background information 

2.1 Policy-Based Network Management components 

A PBNM system is responsible for identifying the appropriate policy rules depending on the changing conditions 
of the network infrastructure and applying the necessary actions in order to improve the allocation of network 
resources and increase the performance and excellence of the network services.  

There have been various studies about the policy models that describe the architecture of such systems. A PBNM 
system consists of a policy management tool for policy editing, representation and how these are further translated 
into rules. These are necessary in order to provide fitting policy services. Before the provision of the appropriate 
policy rules, PBNM shall provide rule validation and avoid any conflict among contradicting policy rules. 

Apart from the policy management tool, policy enforcement points (PEPs) have to be defined. These are usually 
the network entities where the policies are enforced. These are the policy targets that operate according to the 
established policy rules. The provision of the policy rules impact severely the operation and performance of these 
network entities. The capabilities and functionality of these entities may hinder the enforcement of specific rules, 
so it important to validate the compatibility between these entities and the rules. Furthermore, they can also be 
competent to provide validation operations for the policy rules. 
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A Policy Decision Point (PDP) is also necessary acting as the provisioning server of the network entities. It 
incorporates management operations and controls to update the PEP appropriately. A PDP functions as the control 
center whether policies need to be applied or not. The performance of the PBNM is heavily affected by the 
efficiency of the PDP. 

Finally, a Policy Information Repository is also utilized as the data store for policy information. It stores the 
policy information and provides retrieval capabilities, translation and transformation in order to select and apply 
the appropriate policy rules to the PEPs. Complex indexing and searching functions are vital to the operations of 
an efficient policy information repository. 

2.2 QoS techniques 

QoS can also be categorized by the way it handles application traffic. A QoS treatment has to be defined for 
certain traffic patterns. The application traffic can be transmitted either on a per-aggregate (or aggregated) QoS or 
on a per-flow perspective. When aggregated schema is used, two or more unidirectional data streams are bound 
together in order to receive the same QoS treatment. In this case, all flows form a traffic class. This class receives 
QoS treatment as a whole. The application traffic has to be identified before it can be treated, if it is managed on 
per-flow or a per-aggregate form. This process of identification is called traffic classification. Traffic is classified 
based on the content of data packets transmitted by the application, or by control signals. Using per-flow QoS, 
each unidirectional data stream between the endpoints receives a unique QoS treatment.  

Quality of Service can be either provisioned or signaled.  When QoS is provisioned, the policy management 
system allocates the network resources to manage traffic flows crossing the network infrastructure. The PDP 
pushes the configuration information according to the applicable policy. Often the PEPs are enabled through 
provisioning, using priority queues, rate limiters and packet marking. Provisioned QoS is used by non-signaled 
protocols and configuring the network components. DiffServ (Differentiated Services) is a typical QoS 
provisioned model [Fernandez et. Al (2003)], when multiple classes of traffic are defined with the necessary QoS 
attributes. When the PEPs send traffic into a DiffServ network, they mark each transmitted packet with the 
appropriate value (i.e DSCP). DiffServ model is used to categorize packets into different classes also called CoS 
(Class of Service) and applies QoS parameters into these classes. For instance, specific queuing or scheduling 
behavior known as PHB (per-hop behavior) is based on the results of the classification. 

The second model is the signaled QoS, which dynamically triggers PEPs to reserve network resources and signal 
their QoS needs to the network. The signal incorporates implicit configuration changes for the specific QoS to 
make applications function properly. The signal is carried from one end of the network to the other end using the 
same path as the data requiring QoS resources. PEP uses detailed configuration information within RSVP 
(Resource Reservation Path Protocol) signaling messages. IntServ (Integrated Services) represents a signaled 
QoS, when every node should be competent to support IntServ and each application has to make an individual 
reservation. IntServ provides a guaranteed traffic delivery. The relevant information contained in the RSVP 
message is transferred from the PEP to the PDP to pass a policy decision in response. The RSVP message can be 
used to define the capabilities and the QoS requirements per conversation request. A policy server can be initiated 
by the applications in the need of reallocation of resource demands. The configuration can be pushed to the PEPs 
and this is also known as a top-down mechanism.  

There are many criteria that can be evaluated to provide an appropriate QoS management and traffic handling, 
such as packet classification, marking and policing. In order to provide the appropriate level of service, the traffic 
has to be classified. Packet classification may provide a variety of mechanism that can distinguish the packets 
efficiently. For instance, there can be a layer 2 and layer 3 packet classifications or even NBAR (Network Based 
Application Recognition) that matches layer 4 to layer 7 characteristics. NBAR includes various criteria such as 
http classification by url, static port protocols and recognize various applications and protocols that use dynamic 
ports. Once classification has been completed, further QoS mechanisms can be deployed. Based on the 
classification, guaranteeing mechanisms can be deployed to provide limited bandwidth to particular traffic classes 
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when network conditions are met. For instance, time-sensitive applications may allocate guaranteed bandwidth or 
hungry applications may be limited to minimum bandwidth during congestion.  

Marking of packets is another option using specific Type of Service (ToS) bits or DiffServ code points. By using 
the ToS field of the IP packet header, packets can be categorized into a predefined set of traffic classes.  

 

Figure 2: Type of Service 

Marking is mostly done at the network edge, so that the appropriate policies can be applied. These policies can be 
traffic shaping or rate limiting to enforce bandwidth boundaries. The police mechanism is responsible to limit the 
traffic so that this does not overwhelm and over-saturate the network links. There are also many other techniques 
such as congestion avoidance techniques that monitor traffic loads and avoids congestion under specific network 
conditions. This provides a fair allocation of the network resources and avoids the problem of dropping packets of 
a specific application or a host. Packets can be then marked and apply various shaping mechanisms, such as class-
based shaping, FRTS (Frame Relay traffic shaping), DTS (Distributed Traffic Shaping), GTS (Generic Traffic 
Shaping) and adaptive shaping or shaping by percent. 

Shaping slows the traffic rates of the sending packets, so that the traffic thresholds are not exceeded. It delays the 
excessive traffic by smoothing excessive bursts resulting in a steady flow of data. If the traffic bursts are not 
reduced efficiently, this produces increased overhead and congestion in downstream nodes with a high number of 
dropped frames. However, this technique is not applicable for time-sensitive traffic such as voice and video and it 
is usually used for bursty TCP flows. 

Policing can protect the network from being overrun by traffic. It fills a bucket with tokens every time a packet 
arrives. Based on the number of bytes in the packet, packet conforms if it is inside the contract; packet exceeds if 
it is using up an excess burst capability or restricts any token to be taken from any bucket when it violates the 
traffic contract. Policing can either mark down traffic or discard traffic enforcing congestion management 
techniques.  

Typical scenarios of congestion management are monitoring and avoidance. Rate limiting exceeding packets is 
also another option, when the maximum limit of packets are specified and permitted on the system.  

A QoS Packet Scheduler prevents sending traffic excess, until the number falls below the limit. This type of limits 
can also be set on the reservable bandwidth. The link bandwidth can be defined on the perspective of the 
bandwidth needed by the applications. If there is unused reserved bandwidth, this shall be available for use by 
other applications. For instance, if a QoS-aware application reserves 75 percent of the bandwidth, this does not 
prevent other applications from using more than the remaining 25 percent of the total bandwidth. QoS Packet 
Scheduler can be utilized to schedule the appropriate amount of packets for transmission. It can insert into the 
packets a DSCP value to request the fitting service type (e.g. best effort, network control, controlled load, 
guaranteed and non-conforming) to the flows. Figure 3 illustrates the bits used in Ethernet packets for 
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classification. Network devices use either Layer 2 class of service (CoS) bits of a frame or Layer 3 IP Precedence 
and Differentiated Services Code Point (DSCP) bits of a packet for classification.  

 

 

Figure 3: Classification of Ethernet packets 

2.3 Adaptive Routing 

The emergence of critical applications and the increasing need for redundancy are becoming very important. In 
order to provide higher performance of the applications and services multi-path architecture is needed. A multi-
path routing offers better bandwidth utilization, minimizes the delay variations and improves the fault-tolerance. 
Moreover, the desired operation of the path selection process is to dynamically adapt to the dynamic changing 
conditions of the network infrastructure. An adaptive routing architecture can offer several advantages including 
improved network performance, switching traffic to optimum paths between two endpoints and maximize the 
network resources usage.    

Concerning routing there can be different flavors of routing mechanisms. The adaptive routing mechanism is 
greatly dependant on the routing protocol algorithm. The algorithm is responsible for the route discovery and the 
best path selection process. A mutli-path routing algorithms determines the best path between the two endpoints. 
The algorithm has to discover all possible paths and finally has to decide the best path among them. The best path 
selection provides cost optimization and involves changing route path selection in highly dynamic environments. 
To accomplish this function, a local statistical computation and link monitoring function is used and finally a 
decision-making system calculates the number of routing paths based on QoS constraints, such as traffic 
distribution rates, bandwidth reservation, number of hops and distance. For instance SPF algorithm is deployed by 
link state routing protocols providing faster convergence based on least cost path selection. The fastest links are 
assigned smaller cost values considering bandwidth, delay, reliability, load and other link characteristics. 

There is also a variety of different techniques and technologies that can be integrated into the adaptive routing 
mechanism to achieve an efficient packet forwarding solution. Among others, FEC (Forward Error Correction) 
introduces redundant data to the sender’s data, also known as an error-correcting code and is based on Reed-
Solomon coding. FEC gives the ability to the receiver to correct any errors, but assumes a fixed higher forward 
channel bandwidth. This technique is used for retransmissions like broadcasting to multiple receivers and when 
multiple alternative paths exist for fault tolerance, increased availability and performance purposes. MRM 
(Multipath Routing Mechanisms) provides simultaneous, parallel paths in a distinct or multiple administrative 
domains to load share uninterrupted traffic patterns. CMR (Concurrent Multipath Routing) provides simultaneous 
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utilization of multiple available paths, while ECMP (Equal Cost Multi-Path Routing) provides multiple best paths 
to a single destination by load balancing traffic over multiple paths. 

FRR (Fast Reroute) can also be used to provide a fast traffic recovery of link failures and remedy nodes failures. 
This is a common MPLS traffic protection technique for local protection, which provides minimum packet loss 
and controls the way the LSP is rerouted after a failure and is usually enabled in enterprise and ISP environments.   

3. The proposed PBNM framework 

A PBNM can be integrated with various technologies and techniques to provide more robust and efficient 
resource usage and allocation. In the current study, we are mostly interested in affecting the routing patch 
selection process through QoS techniques and traffic conditioners. QoS management provides superior security, 
performance and reliability in systems management. It can simplify the administration and operation of the 
network entities and provide resiliency and improved performance to the network services. Moreover, QoS can be 
integrated with a PBNM so that the necessary QoS controls are applied into the network infrastructure.  

In respect to PBNM, QoS techniques can be applied dynamically via the enforcement of the appropriate policy-
rules. For instance, a PBNM can reduce the transmission rates based on the packet dropping during congestion 
and increase the transmission rates again when necessary. Furthermore, QoS techniques can also be utilized to 
trigger a policy rule through event detectors. If congestion avoidance mechanism takes place, a policy rule can 
reallocate the network resources to cope with burst traffic. Moreover, QoS mechanisms and PBNM can also be 
used to detect anomalies and irregular traffic patterns and apply the fitting conformance remedies.  

PBNM can trigger policy-rules based on QoS-aware patterns. Usually there can be two approaches either based on 
policing or traffic shaping. Traffic shaping deals with buffering excess traffic and not dropping it. However, the 
PEPs have to QoS-aware and support these types of mechanisms. 

A PBNM makes administration tasks easier and lessens the complexity in the management process of the 
administrators. Thus, it is an interesting challenge to establish a PBNM that administers, manages and controls 
access to the network elements efficiently. More complex PBNMs can also allocate network resources 
dynamically, like bandwidth allocation, traffic prioritization and access to the services. In our framework we 
consider a link-state routing protocol and its metrics used by the path discovery mechanism and the policy control. 
Based on the aforementioned components, PDP can provide and change the weights of the links, apply changes to 
the QoS service and influence adaptive routing. 

First, the complexity and heterogeneity of the network play a significant role, which also affect the rest of the 
modules. For instance, the network topology can be full-mesh, partial mesh, hub-and-spoke or daisy chain. 
However, the diversity and the analysis of different topology models are out of the scope of this paper. Then, we 
have to select the link-state routing protocol. Each dynamic routing protocol has varying effects on the 
convergence and performance, such as FRR capabilities and SPF algorithm.  

Next, links-state routing protocol selection influences deeply the path-finding operation and the enforcement of 
the appropriate routing protocol metrics. Path-finding mechanism based on centralized or distributed models is 
responsible to answer about the possible paths. Pham et. Al. (2005) analyzed the performance of reactive shortest 
path and MRM with load balance. The path computation server may be discovered dynamically or statically 
configured and this server may be used by other nodes to perform the route calculation.  

In the current study, we have considered several modules for an optimized adaptive routing methodology. Link-
state routing configuration and optimization analysis is very important in the path selection process and impacts 
the overall service performance of this framework. Moreover, we have considered the service mappings to enforce 
the appropriate provisioning of policy information and treatment. This has to be further extended and integrate 
QoS policy and characteristics. This can be achieved through a protocol such as COPS (Common Open Policy 
Service) that allows PEPs to get the appropriate information from the PDP. In order to evaluate the best path 
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selection, we need to monitor the network conditions and the network entities and measure their performance. In 
case of link failures, saturated links, excessive CPU load of the entities, high memory usage and several other 
criteria, the appropriate event detectors notify the PDP so that the appropriate applets trigger the necessary 
actions. The outcome is that a QoS adaptive routing prevents performance degradation and optimizes the network 
resource usage. Furthermore, the appropriate QoS features shall be utilized in the event-driven policy distribution 
to apply the necessary actions. This model can deal with changing network conditions and differing requirements. 
However, QoS adaptive routing shall be used in discretion, because it can lead to sub-optimal routing. Re-
computing and changing the path selection can lead to instability [Agarwal et. Al. (2005)]. 

4. Expected results 

The adaptive routing performance can be analyzed by experimenting different types of link state routing protocols 
and the evaluation of the PBNM components operations. The architecture of this PBNM framework shall prove 
and validate that the routing path selection process is improved and that the policies are consistent with the 
operation within the administration domain. The PBNM components performance and capacity are out of scope of 
this paper.  

In terms of the link state routing protocols we can experiment with OSPF protocol version 3 without routing 
protocol extensions and IS-IS. Both of them use Dijkstra’s algorithm for computing the best path between the 
endpoints and incorporates the necessary capabilities to analyze varying traffic patterns and load. IS-IS provides 
the capability for optional QoS routing, based on throughput (the default metric), delay, expense, or residual error 
probability (RFC1195). OSPF protocol uses cost as the metric for each link. Moy (1998) described the OSPF 
extension that can be used to support the QoS adaptive routing process.  

Apostolopoulos [i] also demonstrated QoS routing extensions to OSPF showing that the processing cost of QoS 
routing is not excessive. The evaluation results shall show that path selection is indifferent to the traffic load and 
network conditions. This is the expected behavior, since the OSPF and the IS-IS routing protocol metrics are 
calculated based on the bandwidth of the network infrastructure. However, they are indifferent to the changing 
conditions of the network services, such as the load and the reliability of the links. For instance, the SPF (Shortest 
Path First) delay value has to be appropriately set to consider all changes that could be caused by a failure in the 
network, otherwise setting the SPF delay too high results in low convergence times, while setting this too low 
may result in excessive next-hop recalculations and suboptimal best-path selection. 

This model also allows for triggering the appropriate applets. PBNM can apply a new policy, which influences the 
routing path selection. In this case, a different path is selected based on the policies stored in PBNM and the 
routing protocol adapts the metric accordingly. This is achieved by applying a policy control which configures the 
bandwidth of the links appropriately, so that routing protocol metrics change and a new better path towards the 
destination is selected. The policy enabled path is now active.  

Compared to the previous tests, PBNM now may supply and provide additional links, adaptive bandwidth 
allocation configuration towards a direction to alleviate heavy traffic distribution. This may result in unequal costs 
links towards the destination. The preferred path now changes based on the resulted routing protocol composite 
metric. A different optimal path can be selected upon the traffic load. In order to consider traffic load metrics, we 
need to implement event detectors monitoring network performance indicators, so that we are able to adapt the 
routing protocol composite metric for each link appropriately.  

We can also experiment variant types of supported extensions of the dynamic routing protocols. For instance, we 
can conduct further tests using OSPF protocol version 3 with routing protocol extensions and analyze the varying 
traffic patterns and load. 

Other tests that we have to conduct are to measure the appropriate QoS mechanisms and traffic conditioners. We 
have to evaluate the necessary QoS service classes that shall be used in this PBNM system. There should be a 
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consistent mapping between these service classes and the policy rules in advance, which allows the enforcement 
of the appropriate QoS-aware techniques and the overall improvement of QoS adaptive routing.  

Finally, we can validate the improved performance of this framework. The current framework provides a more 
efficient utilization of QoS mechanisms and can easily adapt to varying network conditions, such as load or 
network failures. It can also be used with many different network performance indicators provided that these are 
supported and can be integrated into the PBMN through applets. It is apparent that the strength of this framework 
is the dynamic nature and considers the dynamic characteristics of the network elements. Most other frameworks 
are based on static configurations and consider predefined policy controls. The performance is evaluated based 
upon different scenarios. Through this framework, we can easily select the optimum path, tune routing protocol 
metrics accordingly and apply the appropriate QoS-aware mechanisms and deterministic configuration changes 
through proactive monitoring.  

5. Conclusions and future work 

The proposed framework presents an improved way of provisioning and configuring the network entities. It 
considers the PBNM components and their operations so that the policy rules are enforced appropriately. These 
policies shall adapt the routing and improve the network resource usage. To accomplish adaptive routing, QoS 
techniques have to be evaluated and change the network operations in order to influence the weighting of links 
and find the best path between the endpoints. Traffic conditioners shall be developed with the appropriate QoS-
aware mechanisms and shall be integrated into the PBNM system.  

This framework is a flow-based formulation, but it could also be integrated with admission control modules and 
IntServ model ending up in better performance. Our future work will focus on the evaluation of this model in 
production environments and validate the expected results. Moreover, we need to evaluate the adaptation of SLA 
techniques to improve the event detectors operations and provide a more robust architecture. Finally, this analysis 
can be demonstrated not only for link-state routing protocols but also for other IGP routing protocols. 
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